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Summary
We study formal models for distributed probabilistic systems to facilitate
quantitative analysis using simulation-based techniques.
Real-life systems are inherently large, distributed in nature and exhibit
quantifiable aspects such as time and cost. Their dynamics also include
uncertainty, which can be measurable or non-measurable. It is very hard to
analyze such systems at scale.
In this thesis, we present Distributed Stochastic Model (DSM), a framework for modeling real-life distributed systems, with an analysis paradigm
of simulation-based model checking techniques. The design is along the
theme of asynchronous transition systems, extended with quantitative aspects.
We first restrict our framework to exclude nondeterminism and illustrate how that paves the way for a succinct distributed representation of
finite-state Markov chains. We define both interleaved and non-interleaved
semantics for such systems and define a probability measure over both of
them. This allows for a simpler and more scalable technique for statistical model checking of Markov chains with inherent concurrency. We then
present experimental results on a couple of case studies on distributed
probabilistic algorithms.
In the next part of the thesis, we show the behavior of a real-time distributed probabilistic system where atomic events take a fixed duration of
time and non-negative cost. We define a highly expressive finite-memory
scheduler that also respects the concurrency present in the system, and
achieve a semantic association with a countably-infinite Markov chain under such a scheduler. This allows for an approximate verification procedure
xi

using statistical model checking.
As an application, we illustrate resource-constrained processes that can
be used to model the workflow of operational processes. We then use
our framework for modeling and performance evaluation of such systems.
This improves the state-of-the-art simulation techniques for process analysis by providing rigorous sample size analysis and provable error bounds.
The proof-of-concept of our technique is presented with a workflow of the
loan/overdraft process of a real Dutch bank. The result illustrates how predictive analysis can be performed with bounded error under a varied set of
Key Performance Indicators (KPIs) of a business.

xii

Chapter 1
Introduction
Complex systems are prevalent in modern society. From software and hardware to other real-life processes, the systems are often inherently large,
distributed in nature, and exhibit quantifiable qualities. They typically consist of independent sub-systems that interact with each other to dictate their
dynamics. The interactions in such a concurrent system are identified as
atomic events. On top of that, real-life systems involve both measurable
and non-measurable uncertainty. It is a common practice to characterize
measurable uncertainty by associating probabilities to future events, while
non-measurable uncertainty is modeled as nondeterminism that is resolved
by an outsider scheduler. Other than probabilities, the most common quantitative aspects of real-life systems are cost and time. An event incurs some
cost and takes some time to complete. Both cost and time can be modeled
as non-negative real values, however, their accumulation over the dynamics
of the system is incommensurable. While the total cost of a set of events is
simply the sum of their individual costs, the total time is dependent on the
concurrency among the events.
Our increasing reliance on such systems mandates not only ensuring cor1
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rectness of the system but also rigorous quantitative analysis. For example
for a pizza company preparing and delivering hundreds of pizzas everyday,
it is not only important to ensure that every pizza ordered eventually gets
delivered, but also analyze claims such as “most of the orders in a given day
are delivered within the deadline”. The most common procedure for such
analysis is testing (see [BJK+ 05] for a detailed discussion). After the system
is designed, it is tested for a desired quantitative property against a finite
set of test cases. While test cases chosen with sufficient domain expertise
have shown effectiveness, it is irrefutable that testing does not have any
guarantee of success across all possible behaviors of the system.
On the other end of the spectrum of the analysis paradigm, formal methods use mathematical techniques to verify whether a system conforms to a
certain property for all possible outcomes. Within the rich history of formal
methods, an important sub-discipline is model checking [CGP99], the focus
of this thesis.
Traditionally, model checking is carried out in the following fashion.
First, the system is mathematically modeled with appropriate abstraction,
e.g. as a state-transition graph. Then the desirable property is formally
specified in a logic whose semantics is supported by the model abstraction,
e.g. a suitable variation of temporal logic. Finally, the property is verified for
all possible behaviors of the model using a suitable automated algorithm.
This approach has been extensively extended to accommodate for different
models and analysis techniques in last 30 years (see [GV08, BK08] for an
overview).
The core question in model checking is the following: is a given property
definitely satisfied for all possible behaviors of the given system? For systems
2

with measurable uncertainty, one can transcend qualitative questions and
ask: is a given property satisfied within a probability bound for all possible
behaviors of the given system? Such questions are the foundation of quantitative analysis using probabilistic model checking, a strong area of research that
has recently emerged with model checking techniques for stochastic models. A significant amount of research [BCHG+ 97, HKNP06, BK08, Kat16]
has been done on exact probabilistic verification – algorithms where the
property is checked to be satisfied for all possible behaviors of the given
system.

The genesis of model checking was the need to verify correctness of
concurrent software programs. With a growing palette of analysis techniques for a variety of models, there is now scope for using model checking
techniques for analysis and performance evaluation of many real-life systems [BHHK10, AHV15]. However, the issue is multifaceted. One should
be careful in defining a powerful semantics to capture the system dynamics. For example, for distributed systems including probabilistic events, a
well-defined measure across the set of outcomes is required, but not necessarily obvious to come up with. On the other hand, the algorithms should
ideally be easy to implement and optimize. For many numerical algorithms
in model checking, specification of the model in a rigid language is hard
for an industry professional. Last but not the least, quantitative analysis
algorithms must allow hyper-scalability. While proving correctness is often
feasible in a small-scale system with suitable imposed abstraction, scalability has a direct impact on the performance evaluation of real-life systems.
For large distributed systems, numerical algorithms often suffers from the
infamous state-explosion problem. Even for polynomial algorithms, as sys3

chapter 1
tems grow, the computational complexity of the model checking procedure
becomes intractable.
In some performance-driven areas of application (e.g. operational processes) that are not safety-critical in nature, it is acceptable to provide erroneous results of the model checking procedure as long as the error is
sufficiently small and provably bounded. This introduced approximate simulation based techniques [You04, YS06], a complementary approach that
lies between testing and probabilistic model checking. Instead of using numerical algorithms that take into account the entire state space, the model
is simulated for finitely many executions and hypothesis testing is used to
infer if the collected samples provide statistical evidence for the satisfaction of the specification. This approach is called statistical model checking,
and is increasingly popular with verifying cyber-physical systems [CZ11],
mixed-signal circuits [CDL10], and biology systems [PGL+ 13, CFL+ 08].
To formally specify the properties of interest, we use linear temporal
logic [Pnu77]. Temporal operators are provided for describing events along
a single future and formulae are designed to provide an implicit universal
quantification over all possible futures. Depending on the model specification, we may use different variations of linear temporal logic. For example,
when using simulation techniques, we may restrict the logic to a bounded
variation to accommodate specification of finite-length samples.
In this thesis, we focus on quantitative analysis of distributed systems
using linear temporal logic. It is hard to provide efficient verification algorithms for distributed models that involves probability, nondeterminism,
real-time and cost. Also, a generalized solution is often futile and an overkill
when applied to real-life systems. An alternate approach is to achieve tar4

geted domain-specific solutions that restrict the most generic model and
develop efficient techniques that answer questions relevant to a particular
application domain. As George Box said “All models are wrong but some
are useful” [Box79], we focus on the efficiency, simplicity, and usefulness of
the variations of distributed stochastic models.

1.1 Contribution of the Thesis
On the eve of 25 years of model checking, Edmund Clarke identified probabilistic model checking as an important area ripe for major breakthrough [Cla08].
Since then, quite a number of techniques and tools has been developed for
both exact and approximate verification of probabilistic systems. A recent
promising direction is to transcend beyond formally verifying probabilistic
correctness and use model checking techniques for performance evaluation of real-life systems [BHHK10, AHV15]. This thesis is an attempt of
advancement towards this direction for distributed systems.
• We propose a general framework for distributed stochastic models. It
can be adopted to model various real-life systems that exhibit concurrency, probability and various quantitative aspects such as time and
cost.
• We first restrict the model to exclude nondeterminism and showcase how that paves the way for a succinct distributed representation of finite state Markov chains. We provide both interleaved and
non-interleaved semantics for such systems and develop probability
measure over both of them. This allows for simpler and more scalable
technique for statistical model checking of Markov chains with inher5
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ent concurrency. We present the quantitative analysis of a couple of
case studies on distributed algorithms.
• We then show how a real-time distributed probabilistic system behaves where the atomic events take a fixed duration of time. We define
finite-memory schedulers that respect concurrency and propose an approximate verification procedure using statistical model checking.
• We illustrate resource-constrained processes that can be used to model
the workflow of operational processes. We then discuss how to model
such systems using our framework. This improves the state-of-the-art
statistical methods for performance evaluation for resource-constrained
processes by providing rigorous sample size analysis and provable error bounds. We show our technique on the workflow of the loan/overdraft
process of a real Dutch bank.

1.2 Outline of the Thesis
The thesis is organized as follows:
Chapter 2 discusses the preliminaries on Markov models, which is a
prerequisite to understand the underlying distributed model in subsequent
chapters. It also discusses the basics of probability spaces, and for Markov
chain in general, which is a required understanding for the discussion in
Chapter 4. Then, we present linear temporal properties, which is the base
for the property specifications used in the thesis throughout. As a modeling
technique, we then detail statistical model checking, which is later used in
the rest of the thesis.
Chapter 3 presents Distributed Stochastic Model (DSM), the framework
6

for modeling real-life probabilistic systems. We discuss various modeling
formalisms and their scope of application with respect to quantitative analysis, before extending asynchronous transition systems to define DSM, the
bedrock of the rest of the thesis. We also discuss well-known properties such
as conflict and confusion that frequents in concurrency theory in reference
with our framework.
Chapter 4 then restricts the nondeterminism that exists in our model
and shows how we can achieve a succinct distributed representation of
Markov chains. We also provide experimental results on two probabilistic
distributed algorithms.
Chapter 5 presents resource-constrained processes, and how they can
be used as a clean representation of complicated operational processes. We
then showcase that our framework, coupled with fixed-duration real-time
can facilitate powerful schedulers that respects concurrency. Then we use
this model to represent resource-constrained processes and showcase novel
simulation-based analysis using data from the operations of a Dutch bank.
Chapter 6 then concludes the thesis, with a direction towards possible
future work.

1.3 Declaration
Major portions of this thesis are based on the following works:
• Ratul Saha, Javier Esparza, Sumit Kumar Jha, Madhavan Mukund,
and P. S. Thiagarajan. Distributed Markov chains. In Proc. of VMCAI
2015 [SEJ+ 15].
• Ratul Saha, Madhavan Mukund, and R. P. Jagadeesh Chandra Bose.
7
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Time-bounded statistical analysis of resource-constrained business processes
with distributed probabilistic systems. In Proc. of SETTA 2016 [SMB16].
• Javier Esparza, Philipp Hoffmann, and Ratul Saha. Polynomial analysis
algorithms for free choice probabilistic workflow nets. In Proc. of QEST
2016 [EHS16].
An extended version of [EHS16] is also going to appear in the Performance Evaluation journal. The names of the authors in [EHS16] are listed
alphabetically.
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Chapter 2
Preliminaries
In this chapter, we briefly establish some basic definitions and results that
are needed throughout the thesis. We start with Markov models and probability spaces over Markov models. A thorough discussion can be found
at [BK08]. We then discuss Statistical Model Checking (SMC), an approximate verification technique well-suited for such models. For a comprehensive overview, we refer to [LDB10].

2.1 Markov Models
Markov models are a popular modeling formalism for systems featuring
random phenomena and time. Such models consist of a state space, which is
assumed to be finite throughout the thesis. The dynamics of such a system
is captured through transitions among the states. Such models exhibit the
Markov property: the probability of a transition depend only on the state
attained by the previous event. Thus a probability distribution is attached
to each state, which governs the outgoing transitions from that state. On top
of probabilities, a source of uncertainty in systems is nondeterminism. A
9
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finite number of probability distributions are associated with each state. At
any given state, an external scheduler is assigned to choose a distribution,
which then governs the next set of states.
The two most widely used Markov models are Markov chains [Nor98]—
a purely probabilistic model—and Markov Decision Processes [Put94]—a
model with both probability and nondeterminism. The flow of time, whenever stated in the thesis, is assumed to be approximated in discrete steps.
Definition 1 (Discrete-time Markov chains). Let S be a set of states. A discretetime Markov chain is defined as M = (S, P, sin ) where P is a probability distributed over S × S such that for all states s, ∑s0 ∈S P(s, s0 ) = 1 and sin ∈ S is the
initial state.
Definition 2 (Markov Decision Processes). Let S be a set of states. Let dist(S)
denote the set of probability distributions over S. A (discrete-time) Markov Decision Process (MDP) is defined as M = (S, sin , Step), where sin is the initial state
and Step : S → 2dist(S) is the transition function.
At a state s of a Markov chain, the next state is chosen according to the
probability distribution P(s). However, at a state s of a Markov decision process, a probability distribution µ ∈ Step(s) is chosen nondeterministically
and then the next state is chosen according to µ.
Both Markov chains and Markov decision processes have been wellstudied and a plethora of quantitative analysis techniques have been developed. However, when using Markov models as semantics, we should be
cautious about providing a formalization of the probabilities of the runs of
system. This formalization is based on the theory of probability spaces and
σ-algebras.
10

2.2 Probability Spaces
Let us consider a random experiment where exactly one outcome from a
nonempty set Outc occurs. A σ-algebra is a pair (Outc, C) where C ⊆ 2Outc
is a set consisting of subsets of Outc such that the following is true:
• ∅ ∈ C,
• if E ∈ C , then Outc \ E ∈ C ,
• if E1 , E2 , · · · ∈ C , then ∪i≥1 Ei ∈ C .
We note that C contains Outc and is closed under complementation
and countable unions. A σ-algebra represents a collection of experiment
outcomes. Often when Outc is fixed, C is called the σ-algebra.
We note that the powerset 2Outc of Outc is a σ-algebra and the intersection
of σ-algebras is a σ-algebra. Hence, for each set Outc and each subset Π ⊆
2Outc , there exists a smallest σ-algebra that contains Π.
Definition 3. For a given Π ⊆ 2Outc , Cπ is the σ-algebra generated by Π defined
as follows CΠ =

T

C

C , where C ranges over all σ-algebras on Outc that contain Π.

We call Π the basis for CΠ .
In general, it is not possible to assign probability to arbitrary subsets of
a set. We define probability measure to assign probabilities to elements of a
σ-algebra.
Definition 4 (Probability measure and probability space). A probability measure on (Outc, C) is a function Pr : C → [0, 1] such that:
• Pr (Outc) = 1,
11
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• if ( Ei )i≥1 is a family of pairwise disjoint events Ei ∈ C , then

Pr (∪i≥1 En ) =

∑ Pr(Ei ).

i ≥1

A probability space is a σ-algebra equipped with a probability measure, i.e.

(Outc, C , Pr ).
The value Pr ( E) is called the probability measure of E, or simply the
probability of E. In the context of probability measures, the elements of C
are called to be measurable. In other words, measurability of a set E ⊆ Outc
means that E ∈ C and hence a valid probability measure of E is established.
When analyzing any probabilistic systems, it is important to clearly identify
the set of outcomes and establish a valid probability space.

2.2.1

Probability Space for Markov Chains

We now discuss the probability space over Markov chains. The set of infinite
runs serves as the set of outcomes. The set of runs of a Markov chain M
is defined as the infinite sequences s0 s1 s2 · · · ∈ Sω such that Pr (si , si+1 ) > 0
for all i ≥ 0. The σ-algebra associated with M is generated by the cylinder
sets spanned by the finite path segments in M.
b is defined as Cyl(π
b ), the set of all
The cylinder set of a finite path π
b The cylinder sets serve as basis events of the
infinite paths that start with π.
σ-algebra C M associated with the Markov chain M. We define C M to be
the smallest σ-algebra that contains all cylinder sets Cyl(π ) where π ranges
over all finite path fragments in M.
We define the probability measure Pr M on the σ-algebra C M as probability function over the cylinder sets:
12

Pr M (Cyl(s0 . . . sn )) =

∏

P ( s i , s i +1 ).

0≤ i < n

The probability of a cylinder generated by a run is defined as the product
of the probabilities of consecutive state transitions along the path. For runs
of length 0, we define P(s0 ) = 1. The uniqueness of the probability measure
can be found in the classical literature (e.g. see [Fel08]).

2.3 Specifying Properties
Throughout the thesis, we use linear temporal logic (LTL) [Pnu77] to specify
properties of the Markov models. We assume a set of atomic propositions
AP. The syntax of LTL formulae over AP is defined as follows:

φ := true | false | a | φ1 ∧ φ2 | ¬φ | O φ | φ1 U φ2 , where a ∈ AP.
The intuitive meaning of the formulae are as follows: φ1 ∧ φ2 indicates
the conjunction of the formulae φ1 and φ2 , ¬φ denotes the negation of φ,
O φ denotes φ holds the next time, and φ1 U φ2 indicates φ2 eventually holds
and φ1 holds continuously until then.
We note that the until operator (U) allows defining modalities over infinite runs. For simulation techniques where the runs are bounded in length,
we restrict the LTL syntax to only allow time bounded until (U t ). Here
φ1 U t φ2 indicates that φ2 holds within t unit of time and φ1 holds continuously until then. The syntax of bounded linear temporal logic (BLTL) is hence
as follows:
φ := true | false | a | φ1 ∧ φ2 | ¬φ | O φ | φ1 U t φ2 , where a ∈ AP.
13
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Since the system under consideration is probabilistic in nature, the formulae has to be quantified by probabilistic bounds.
Definition 5. A probabilistic bounded linear temporal logic property (PBLTL)
is a formula of the form P≥θ (φ), where φ is a BLTL formula and θ ∈ [0, 1].
We say that a system M satisfies PBLTL property P≥θ (φ), denoted by

M |= P≥θ (φ), if and only if the probability that M satisfies the BLTL property φ is greater than or equal to θ.

2.4 Statistical Model Checking
In this thesis, we analyze properties of Markov models specified in linear
temporal logic. In this section, we briefly review the statistical model checking (SMC) procedure for verifying probabilistic bounded linear temporal
(PBLTL) properties for Markov chains. This method will then be adopted
for different Markov models in coming chapters.
The crux of the SMC procedure is as follows. We are interested in verifying a PBLTL property P≥θ (φ) for a Markov chain M. The model checking
question is phrased as a hypothesis testing problem. Although a simulation
based approach does not guarantee a correct result, the probability of error
is bounded in advance. A number of simulations of the system is generated
and used to provide statistical evidence of the hypothesis testing problem,
and in turn, the model checking question with provable error bound.

2.4.1

Hypothesis Testing

We briefly overview the preliminaries of hypothesis testing before detailing
the simulation procedure. For more details, see [LDB10, You04].
14

Figure 2.1: Probability (L p ) of accepting the hypothesis H as a function of p
for a hypothetical statistical test.
Let p be the probability of satisfying φ. To verify whether p ≥ θ, we test
the hypothesis H : p ≥ θ against K : p < θ. There are two types of errors we
would like to minimize: (i) Type-I (false positive) error: accepting H when
K holds, and (ii) Type-II (false negative) error: accepting K when H holds.
We would like to ensure that the probabilities of Type-I and Type-II errors
are bounded by pre-defined values (say) α and β, respectively. A hypothesis
test will be ideal if the Type-I and Type-II errors are simultaneously exactly
α and β respectively. Figure 2.1 demonstrates the probability of accepting H
as a function of p, denoted H p , in the X-axis for a hypothetical acceptance
sampling test with ideal performance.
However, enforcing exact bounds on Type-I and Type-II errors simultaneously is flawed when p = θ, in which case the two error probabilities
can not be controlled independently [You04]. We relax the test by providing a range ( p1 , p0 ) such that p0 ≥ p1 . In this context, the hypothesis test
15
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is rephrased as H0 : p ≥ p0 against H1 : p ≤ p1 instead of H against K.
The indifference region is generally defined in terms of a single threshold
δ, hence as (θ − δ, θ + δ). If the value of p is between γ − δ and γ + δ, we
say that the probability is sufficiently close to γ, so we are indifferent with
respect to which of the hypothesis K or H are accepted.

2.4.2

Sequential Probability Ratio Test

Traditional sampling theory fixes the sample size in advance based on the
Type-I and Type-II error thresholds α and β (e.g. single sampling plan [You04]).
Computationally, it is often more efficient to estimate the sampling size
adaptively, based on the observations made so far. Such an approach, proposed by Wald, is called sequential probability ratio test (SPRT) [Wal45].
In SPRT, two values A and B are chosen to ensure that the strength of
the test is respected. We repeatedly simulate the system. Let Bi be a discrete
random variable with a Bernoulli distribution of parameter p. The variable
takes two values 0 and 1 with Pr [ Bi = 1] = p and Pr [ Bi = 0] = 1 − p. In
the context of SMC, each variable is associated with one simulation of the
system. The outcome of Bi , denoted bi , is 1 if the simulation satisfies φ or 0
otherwise.
After m simulation runs, let dm be the number of runs with a positive
outcome so far. We calculate a ratio
p
quo = 1m =
p0m

m

∏
i =0

p1dm (1 − p1 )m−dm
Pr ( Bi = bi | p = p1 )
= d
,
Pr ( Bi = bi | p = p0 )
p0 m (1 − p0 ) m − d m

that takes into account the number of successes and failures seen so far. We
accept H0 if quo ≤

β
1− α

and H1 if quo ≥
16

1− β
α .

Otherwise, we continue the

simulation. The simulation is guaranteed to halt with probability 1 [You04]
and will typically converge much before the number of samples required
by a traditional static estimate.
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Chapter 3
Distributed Stochastic Models
Throughout the thesis, we present a number of different distributed Markov
models involving probability, time, and cost along with restrictions on expressiveness. In this chapter, we introduce Distributed Stochastic Models
(DSM) – a general framework to unify the approach towards modeling concurrent systems with nondeterminism, probability and quantitative properties such as cost and time.

3.1 Models for Distributed Probabilistic Systems
Real-life systems are rarely sequential. From computational systems, biological phenomena to operational processes, the behavior of a system is often
expressed across multiple agents that run in parallel and interact among
each other. An extensive body of work has been done in last few decades
to model distributed systems – see [WN95] for an overview.
Across various modeling formalisms, the key theme of modeling distributed systems is atomic actions – the smallest unit of uninterruptible system activity that may involve a number of components. Atomic actions
19
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dictate the level of abstraction applied to the model. A system is executed
by performing atomic actions that changes the dynamics of the system.
Distributed systems are composed of individual components, often interacting with and influencing each other. In some formalisms, the individuality of each component is abstracted away and the behavior of the system is
purely expressed in terms of sequential outcomes of the system. Examples
include transition systems [Kel76], which provides operational semantics to
languages such as Calculus of Communicating Systems (CCS) [Mil82] and
Communicating Sequential Processes (CSP) [BHR84]. On the other hand,
it is often desirable to keep the “distributed-ness” of the model and regard components of the model as independent entities that communicate
with each other. Prominent examples include Petri nets [RT86], event structures [Win89] and asynchronous transition systems [Shi85, Bed87].
Other than being distributed in nature, a key characteristic of real-life
systems is that there is often no clearly defined termination. Hence, traditional input-output models are not a desirable formalism to capture the
behavior of such systems. These are often termed as reactive systems.
Computational systems then also incorporate uncertainty – both measurable and non-measurable. One way to think of uncertainty is that within
the system, alternatives are provided at decision points. The most popular
formalism for modeling such systems is Markov models. For measurable uncertainty, the occurrence of the alternatives are probabilistic – often estimated
from historical data and domain knowledge. An example of such model is
Markov chains [Nor98]. When the information over the occurrence of the
alternatives is not well known, it is abstracted as nondeterminism. Markov
decision processes [Put94] is a widely used model that incorporates both
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nondeterminism and probability.
Different traditional models for concurrency have been extended to accommodate uncertainty. Then, other quantitative features such as time and
cost have also been modeled into concurrency formalisms in the last couple of decades. In this thesis, we aim to provide a model for concurrency
that is well-equipped with uncertainty as well as quantitative properties
such as time and cost. Before we discuss extensions of concurrency frameworks with uncertainty and quantitative aspects, we would like to reiterate
that the goal of this thesis is to model real-life systems in such a way that
quantitative analysis using simulation-based techniques can be adopted.
Labeled transition systems have been extended to incorporate randomization [Seg95], and languages such as CSP have been extended with realtime and probability [SSLD12]. The works of [Seg95, SSLD12] do not often
have the ability to accommodate interleaved semantics with suitable restrictions. Also, the focus has been on numerical analysis, and not to connect it
with simulation-based techniques (not to be confused with the very different simulation techniques in hierarchical verification [Seg95]). A rich body
of work has been carried out on probabilistic timed systems [NPS13], with
a variety of clock types – with application in verifying and optimizing rich
time related properties. In general, it is not clear how simulation-based
scalable model checking techniques can be readily adopted in such models.
Distributed models with probability and nondeterminism are also present
in application areas such as planning and robotics. For example, in the work
of Distributed MDPs [LCJ11], each MDP makes a local decision but can
look at the states of other MDPs. A key application of such models is optimization using numerical techniques, and not quantitative analysis using
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statistical methods.
Our framework—Distributed Stochastic Model (DSM)—is suitable for
intensional description of systems that exhibit concurrency, probabilistic
and nondeterministic behavior. It is closely related to Probabilistic Asynchronous Automata [JPS96] and Probabilistic Product Automata [BL03].
However, the intended utility of DSM is to model and verify quantitative
properties of real-life systems in contrast to the language-theoretic approach
in [JPS96] to generalize Zielonka’s theorem [Zie87] to a probabilistic setting.
The work in [BL03] defines a product automata with nondeterminism and
probability to verify properties specified in product linear temporal logic.
We agree with the approach in [BL03] to start with a distributed model,
which provides a direct way to model a distributed system and implement
on-the-fly verification techniques. Our approaches differ in the sense that in
this thesis, we do not provide a general model checking algorithm for our
framework. Instead, we focus on simulation-based techniques and develop
variations of our framework which is then applied to different application
domains.

3.2 Formal Definition
We start with defining distributed state spaces over a set of finite agents.
Each agent has a finite set of local states and a unique initial state. The agents
each independently start at their initial state. The global configuration of the
system is captured by global states, represented by the tuple of local states
of all the agents. The configuration of the model can also be viewed partially,
due to the distributed nature of the model. For instance, for a given set of
agents, the tuple of its local states represent their collective configuration.
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Definition 6 (Distributed State Space). Let us assume that we have a system of
n agents [n] = {1, 2, . . . , n}. A distributed state space over n agents is a tuple

S = (n, {Si }, {sin
i }), such that for each agent i ∈ [ n ], Si denotes its finite set of
local states and sin
i denotes its local initial state. We may abbreviate [ n ]-indexed
sets { Xi }i∈[n] as { Xi } when the context is clear.
• For non-empty u ⊆ [n], Su = ∏i∈u Si denotes the set of joint u-states of
agents in u. We denote S = S[n] to be the set of global states.
• For an u-state s ∈ Su and v ⊆ u, sv denotes the projection of s onto v. We
do not distinguish between S{i} and Si , nor between s{i} and si .
The dynamics of the distributed system is captured by events. An event
represents a set of agents (not necessarily all of them) synchronizing together and changing their corresponding local states. An event only affects
the agents involved and not the rest of the agents, hence multiple independent events can be triggered concurrently. (We will formalize the notion of
independence later on). A set of agents may synchronize and then take part
in multiple events. A set of events participated by the same agents on the
same set of their corresponding local states are grouped together to form
an action. Thus, an action represents a set of agents in their corresponding
local states synchronizing and then choosing an event to trigger. We make
this choice probabilistic, i.e. there is a probability distribution over the set of
events attached to the action. An action is enabled when the participating
agents are in the required local states.
Definition 7 (Events and Actions).
• An event over a distributed state space S is a tuple e = (srce , tgte ), such that

∅ 6= loc(e) ⊆ [n] specifies the agents that participate in e and srce , tgte ∈
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Sloc(e) denote the source and target loc(e)-states of e.
• An action over (S , Σ) is a collection of co-located events with the same source
state, equipped with a probability distribution. Formally, an action is a pair
a = ( Ea , π a ), where Ea ⊆ Σ such that for each e, e0 ∈ Ea , srce = srce0 , and
π a : Ea → [0, 1] is a probability distribution.
• We assume that each event belongs to exactly one action. In other words
Σ=

S

a∈ A

Ea and for each a, b ∈ A such that a 6= b, Ea ∩ Eb = ∅.

• We write loc( a) for the set of agents participating in action a and src( a)
for the common start state of the events in Ea . Thus, loc( a) = loc(e) and
src( a) = src(e) for all e ∈ Ea . An action a is internal of some agent i ∈ [n]
iff loc( a) = {i }. Let A denote the set of all actions over (S , Σ).
• For a global state s ∈ S, en(s) is the set of actions enabled at s. Formally,
en(s) = { a | src( a) = sloc(a) }.
We now define Distributed Stochastic Models (DSM), which will then
be restricted and extended for different forms of results in coming chapters
of the thesis.
Definition 8 (Distributed Stochastic Models). A Distributed Stochastic Model
(DSM) is a tuple D = (S , Σ, χ, A) such that
• S = (n, {Si }, {sin
i }) is a distributed state space,
• Σ is the set of events over S ,
• A is the set of actions over (S , Σ),
• Each event e ∈ Σ has a non-negative real-valued cost χ(e), given by a cost
function χ : Σ → R≥0 over Σ.
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Example 1. In Figure 3.1, we illustrate a simple coin toss game with two players
and one shared coin. The game is modeled as a DSM where the players as well as
the coin are modeled as agents.
Two players each toss the unbiased coin. If both toss tails, the players toss again.
If both tosses heads, with a small probability the game is undecided and otherwise
both toss again. If the outcomes are different, then the player who tossed heads wins
and the other player loses. Once one of them wins, the game is finished.
The distributed state space is defined as follows. This is a 3-agent system, i.e.
n = 3. The coin—agent 0—has two states: avl, where the coin is available for the
players to pick up, and used, when the coin has been used by a player and is not
available yet.
For each agent i ∈ {1, 2}, the set of local states is Si = {INi , Ti , Hi , Li , Wi , Ui , Fi }
where (i) INi denotes the agent i ready to toss, (ii) Ti /Hi denote that a tail/head
was tossed by agent i, (iii) Li /Wi denote agent i losing/winning, (iv) Ui denotes
the local state indicating the game being undecided, (v) Fi denotes the local state
indicating the end of the game.
The states in the diagram are represented by circles whereas the actions are
represented by black rectangular bars. The lines without arrow represent the occurrence of actions while the lines with arrows represent the events. Note that for
simplicity, we numbered the agents as 0, 1, 2, instead of 1, 2, 3.
In the example, for i ∈ {1, 2}, agent i participates in action ai = ({eih , eit }, π ai )
with loc( ai ) = {0, i } such that eih = ((avl, INi ), (used, Hi )), eit = ((avl, INi ), (used, Ti )),
and π ai (eit ) = 0.5 = π ai (eih ). The action ai denotes the player i tossing the
coin while events eih and eit denote the possible results of the toss – heads
and tails respectively.
After both players toss, say a tail, the action tt is performed. Formally,
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Figure 3.1: The coin toss game with one coin – an example of a DSM.
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tt = ({ett }, πtt ) is an action with loc(tt) = {1, 2} and πtt (ett ) = 1. When
the first player tosses heads and the second player tosses tails, agent 1 and
2 are in their local states H1 and T2 respectively. Then, they synchronize
on the common action ht = ({eht }, πht ) with eht = (( H1 , T2 ), (W1 , L2 )) and
πht (eht ) = 1. Then, the first player wins (agent 1 in W1 ) and the second
player loses (agent 2 in L2 ). The end of the game is depicted by the global
state ( F1 , F2 ), where the agents stay indefinitely following the action f .
When the coin is available, which player gets the coin first is a nondeterministic choice. Thus, a1 and a2 —the two actions representing the two
players tossing the coin—are in conflict. On the other hand, when one player
tosses the coin, the action c (representing the coin being available again) is
independent of any other action.
Definition 9 (Conflicts and independence). Let en(s) be the set of enabled
actions at a global state s. Two enabled actions a, b ∈ en(s) are
• in conflict iff there exists an agent i ∈ loc( a) ∩ loc(b).
• independent iff loc( a) ∩ loc(b) = ∅.
The notion of conflict and independence can also be lifted to events in a natural
way.
The conflict among actions introduces nondeterminism in the system,
while the independence presents an opportunity for concurrency. In a global
state, among the actions that are enabled, a schedulable set of actions needs
to be chosen by an external scheduler. This set of actions must be mutually
independent, thus allowing them to run concurrently. Since we are interested in the dynamics of the system, we do not allow the schedulable set of
actions to be empty unless the set of enabled actions itself is empty.
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Definition 10 (schedulable set of actions). At a global state s ∈ S, a set of
enabled actions U is schedulable if each agent participates in at most one action
in U. Formally, ∅ 6= U ⊆ en(s) is schedulable if for all a, b ∈ U such that a 6= b,
loc( a) ∩ loc(b) = ∅. Let sch(s) ⊆ 2en(s) \ ∅ denote the collection of schedulable
sets of actions at s.

3.3 Semantics for Distributed Stochastic Models
There are two fundamental ways to express the behavior of concurrent
systems – non-interleaved and interleaved semantics. Non-interleaved semantics involves executing all independent atomic events together at one
step. On the other hand, interleaved semantics reduces concurrency to a
sequential computation where independent events are performed one at
a time. Non-interleaved semantics is described as a modeling formalism
that is closer to physical reality of concurrent systems, whereas interleaved
semantics is often helpful for better understanding and simpler simulation
of the system. In some concurrent models these two semantics are contextually indistinguishable, and then interleaved semantics acts as an elegant
decomposition of non-interleaved.
For distributed models with nondeterminism, the semantics needs to
incorporate an external scheduler that resolves nondeterminism. At any
global state, the scheduler, based on the system’s run so far and the current
state, chooses a schedulable set of actions that the system will perform at
the current state. When we restrict the scheduler to be finite memory, it may
remember only a finite part of the run, and for memoryless schedulers, it
may decide the next schedulable set of actions based on only the current
state.
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For distributed stochastic models, defining the semantics has another
layer of complexity. Since some of the decisions in the dynamics of the
system are also probabilistic, the set of runs in the semantics call for a welldefined probability measure. Also, the semantics should ideally be powerful
enough to seamlessly accommodate both numerical and simulation based
algorithms.
We start with a non-interleaved semantics for distributed stochastic models. We associate a Markov decision process along with the distributed
stochastic model and a pre-defined scheduler. At any global state, if no
actions are enabled, no run is possible from that global state. Otherwise,
the scheduler chooses a schedulable set of actions. Since the actions in the
chosen set can be executed concurrently, the next state of states is then
governed by the joint probability distribution of the chosen actions.
Definition 11 (Runs of a DSM). A finite run of a DSM from a global state
s ∈ S is a sequence of the form ρ = s0 E0 s1 E1 . . . Ek−1 sk such that s0 = s and, for
0 ≤ l < k the following is true:
• there exists a schedulable set of actions Al ⊆ sch(sl ) and e ∈ El iff e ∈ Ea
for some a ∈ Al .
• for each e = (srce , tgte ) ∈ El , (sl +1 )loc(e) = tgte .
The last state of a finite run ρ is defined as last(ρ). The set of all finite runs from a
state s is defined as runs(s). Infinite runs are defined as usual.
Note that the runs depend on an external scheduler’s choice of schedulable set of actions at each state. We now define a scheduler that takes the
current run as input and decides a schedulable set of actions. In general,
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since the length of the run can be arbitrarily long, the scheduler is equipped
with infinite memory.
Definition 12 (Schedulers for DSM). A scheduler for a DSM D is a function
S : ∪s∈S runs(s) → 2 A such that S(ρ) ∈ sch(last(ρ)).
We did not explicitly include the memory of the scheduler in its definition, but the scheduler may be infinite-memory, finite-memory or memoryless depending on the context. Whenever mentioned, we will detail the
restriction on the memory of the scheduler. In general, the scheduler takes
the current run so far and selects a schedulable set of actions enabled at the
last state of the run.
Definition 13 (MDP associated with a DSM). Let D = (S , Σ, χ, A) be a
DSM with S = (n, {Si }, {sin
i }). We define a Markov Decision Process MD =

(S, sin , Step) associated with D as follows:
• S is the set of global states,
in
• sin = (sin
1 , . . . , sn ) is the initial state,

• Step : S → 2 A defines a transition function such that, for each s ∈ S, the
collection of schedulable set of actions that can be performed after S from the
collection sch(s), i.e. Step(s) = sch(s),
• P : S × 2 A → dist(S) be the probability distribution function associated
with a global state s and a transition U ∈ step(s) such that P(s, U ) =
∏ a∈U π a , the joint probability distribution over all actions in the schedulable
set of actions.
The Markov decision process associated with the DSM depicting the
coin toss game is presented in Fig 3.2. Only a part of the MDP is shown
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Figure 3.2: (Part of) Markov decision process associated with the coin toss
game.
to facilitate ease of understanding. We can see that from the initial state

(IN1 , IN2 , avl), two schedulable set of actions are available—{ a1 } and { a2 }—
representing the two players tossing the coin. When a player uses the coin,
the coin needs to be available again (thus the action c) before the other
player can use it.
The scheduler chooses among the collection of schedulable set of actions at a given state. This choice governs the dynamics of the MDP. We
show an example in Figure 3.3, where the scheduler has to choose among
three transitions—{hh}, {c}, {hh, c}—at state ( H1 , H2 , used). In this particular example, the ordering of the steps {hh} and {c} does not matter since
they coincide with effect of the step {hh, c}. This observation triggers two
conjectures:
• (C1) the ordering of independent steps do not affect the overall dy31
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Figure 3.3: Part of Markov decision process associated with the coin toss
game starting from the state ( H1 , H2 , used).
namics of the system,
• (C2) it is contextually equivalent to choose the step with maximal
parallel set of actions.
As it turns out, both the conjectures are false for a general DSM.
Example 2. Let us assume there are two tasks T1 and T2 , and two resources R1 and
R2 . The resource R1 can perform both T1 and T2 , whereas R2 can only perform task
T1 . The task Ti for i = 1, 2 has three states—starti , readyi , and donei —representing
the start of a task, when a task is ready with an assigned resource, and when the task
is finished by the resource respectively. The resource Ri for i = 1, 2 has two states—
avli and busyi —representing the resource being available to perform a task and
busy being assigned to a task. The corresponding DSM is depicted in Figure 3.4.
When both the resources are available and the tasks are at their corresponding start states, the resource R1 can be assigned to both tasks T1 and
T2 , but R2 can only be assigned to T1 . An external scheduler takes the decision of scheduling the tasks to their resources. The scheduler can schedule
R1 to perform T2 (the action a12 ) and R2 to T1 (the action a21 ) at the state

(avl1 , avl2 , start1 , start2 ), since a12 and a21 are independent. However, that
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may not be in the best interest of the scheduler, which for example, may
try to optimize the cost of operations. We can imagine a situation where
resource R1 is much more cost-efficient than R2 so that, it is better to not
assign R2 at all, and make R1 do both the tasks sequentially. Thus, it is evident that depending on the context, choosing the step with maximal parallel
actions may not be contextually equivalent or even desirable - invalidating
conjecture C2.
The actions a12 and a11 are in conflict, whereas a11 and a21 are in conflict at the state (avl1 , avl2 , start1 , start2 ). Since the actions a12 and a21 are
independent, the conjecture C1 infers that executing one does not affect
the scheduler’s choice over the other. However, if the scheduler chooses to
execute a21 , the set of actions conflicted with a12 —an action in principle
unrelated to the decision—does not include a11 anymore. In other words,
the independent actions and the actions in conflict “interfere”. Thus, the
scheduler resolving concurrency not only determines the order in which
independent actions occur, but can also influence whether an action can
appear at all in a run. Concurrency theory has coined a term for this: confusion [RT86, DE95, VVW04]. As evident in this example and further detailed
in Chapter 5 where we model operational processes in terms of DSM, confusion can play a crucial role in certain applications.
The non-interleaved semantics we defined for DSM gives the scheduler ample power. It is not restricted to triggering maximal parallelism
of the independent actions, and the scheduler is allowed to choose any
schedulable set of actions. We note that however, in general, it is hard to
define independence-respecting schedulers for distributed systems. This
is, for example, related to defining local winning strategies in distributed
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games [GLZ04]. The main complication is that a sequentially defined scheduler must behave consistently across different linearizations that correspond
to the same concurrent execution. Also, due to both concurrency and probability present in DSM, it is hard to define an interleaved semantics in which
we could define a probability measure that takes into account the equivalence of runs due to concurrency. However, in a variation of DSM with
fixed-duration events, presented in Chapter 5, the durations associated with
the events fix a canonical linearization, so there is no need to reconcile decisions of the scheduler across different interleavings. Also, in Chapter 4, we
present another variation where we restrict the nondeterminism and then
the need of a scheduler is non-existent.
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Chapter 4
Distributed Markov Chains
In the previous chapter, we have discussed a framework that involve nondeterminism in its dynamics. In distributed algorithms and concurrent
protocols, we also often see systems that include stochastic behavior and
concurrency, but not nondeterminism. Later in this chapter, we show a couple of case studies from the PRISM model checker benchmark [HKNP06]
as examples. Formal verification of such systems is often performed by assuming the system as a large probabilistic model such as a Markov chain.
However, exploiting the concurrency present in such a model is one way to
simplify the analysis.
In this chapter, we restrict the Distributed Stochastic Model (DSM) from
Chapter 3 to entail only deterministic actions such that no two enabled actions
involve a common agent. In other words, for all global states, there exists no
agent with a nondeterministic choice between two enabled actions at that
global state. This condition is enforced syntactically as follows: two actions
involve either (i) two disjoint set of agents, in which case no nondeterminism
arises when both the actions are enabled, or (ii) some common agent, and
there exists a (possibly same) common agent which is not in the same
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local state when participating in the two actions. This subclass of DSM is
called Distributed Markov Chains (DMC). In many distributed probabilistic
systems, the communication protocols are naturally deterministic in this
sense, or can be designed to be so.

The approach towards building the DMC model is in line with partial order based methods for Markov Decision Processes (MDPs) [GB06]
where, typically, a partial commutation structure is imposed on the actions
of a global MDP. For instance, in [BFHH11], partial order reduction is used
to identify “spurious” nondeterminism arising out of the interleaving of
concurrent actions, in order to determine when the underlying behavior
corresponds to a Markov chain. In contrast, in a DMC, deterministic communication ensures that local behaviors always generate a global Markov
chain. The independence of actions is directly given by the local state spaces
of the components. This also makes it easier to model how components influence each other through communications.

The interplay between concurrency and stochasticity has also been explored in the setting of event structures [AB06, VVW04]. In these approaches,
the global behavior — which is not a Markov chain — is endowed with a
probability measure. Further, probabilistic verification problems are not formulated and studied. Markov nets, studied in [AB08], can be easily modeled
as DMCs. However, in [AB08], the focus is on working out a probabilistic
event structure semantics rather than on developing a model checking procedure based on the interleaved semantics, as we do here.
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Figure 4.1: The coin toss game - An example of a DMC.

4.1 Formal Definition
Definition 14 (Distributed Markov Chains). Let D = (S , Σ, χ, A) be a Distributed Stochastic Model. We define D to be a Distributed Markov Chain (DMC)
if the following condition is satisfied: for any two actions a, b ∈ A,
• either loc( a) ∩ loc(b) = ∅,
• or loc( a) ∩ loc(b) 6= ∅ implies that there exists i ∈ loc( a) ∩ loc(b) such that

(src( a))i 6= (src(b))i .
Example 3. In the example in the coin toss game from Figure 3.1 of Chapter 3
(page 26), two players were sharing a single coin. The source of nondeterminism
was the fact that the availability of the coin to the players was arbitrary. We now
modify the game to include two coins, one for each player. Then, the coins need
not be represented as agents anymore, since each coin toss can be represented as
an internal action of an agent. We model this modified coin toss game as a DMC,
illustrated in Figure 4.1.
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The coin toss game with two coins now adheres to the DMC condition. For
example, for actions a1 and a2 , loc( a1 ) ∩ loc( a2 ) = ∅. Also, for instance, for actions
hh and ht, {1, 2} ∈ loc(hh) ∩ loc(ht), but (src(hh))2 6= (src(ht))2 .
We claim that in a DMC, no two actions can be in conflict, i.e. at any
global state no two enabled actions can have a common agent participating
(formal definition at Definition 9, page 27). In other words, the local state
of an agent uniquely determines the action it can participate in.
Claim 1. For each global state of a DMC D = (S , Σ, χ, A), if a set of enabled
actions is non-empty, it is schedulable. Formally, for any global state s ∈ S, en(s) 6=

∅ implies en(s) ∈ sch(s).
Proof. For a given global state s ∈ S, since en(s) 6= ∅, there exists some actions that are enabled. Hence a subset of enabled actions is at least schedulable, i.e. there exists some U ⊆ en(s) such that U 6= ∅ and U ∈ sch(s).
Let a ∈ en(s) \ U be an action such that U ∪ { a} 6∈ sch(s). This implies
that there exists some a0 ∈ U such that loc( a) ∩ loc( a0 ) 6= ∅. Then according to the necessary condition of DMC, there exists an agent i ∈
loc( a) ∩ loc( a0 ) such that (src( a))i 6= (src( a0 ))i . However, since { a, a0 } ∈ en(s),

(src( a))i = si = (src( a0 ))i , a contradiction. Hence U ∪ { a} ∈ sch(s). Proceeding with the same argument now with U ∪ { a} in place of U, we show that
en(s) ∈ sch(s).
The trace alphabet Using the necessary condition for a DMC D = (S , Σ, χ, A),
we define an independence relation over the set of events Σ as follows. The
independence relation I ⊆ Σ × Σ is given by e I e0 iff the following is true:
(i) either loc(e) ∩ loc(e0 ) = ∅ or (ii) loc(e) ∩ loc(e0 ) 6= ∅ implies that there
exists i ∈ loc(e) ∩ loc(e0 ) such that (src(e))i 6= (src(e0 ))i . Since I is irreflexive
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and symmetric, (Σ, I ) is a Mazurkiewicz trace alphabet [DR95]. We note
that this independence is different than that presented in Chapter 3. The
independence relation present in the context of DMC is more universal in
the sense that the it is defined over the set of all events.

4.2 The Non-interleaved Semantics
Due to determinacy of synchronizations, all enabled actions can be performed at any global state. Hence, there is no need for a scheduler in a
DMC. Consequently, we can define a non-interleaved semantics for a DMC
by executing all the enabled actions simultaneously, followed by probabilistic moves (events) by all the agents involved. We show that this turns out
to be a finite state Markov chain that captures the global behavior of the
DMC under this “maximally parallel” execution semantics. From a different
perspective, Markov chains with a considerable degree of concurrency can
be seen and dealt with as a DMC.
A nonempty set of events u ⊆ en(s) is a step at s if for every pair of
distinct events e, e0 ∈ u, e I e0 . We say u is a maximal step at s if u is a step
at s and u ∪ {e} is not a step at s for any e ∈
/ u. In the running example,
two actions a1 and a2 are enabled at the initial state (IN1 , IN2 ). Hence, for
instance in the running example (see Fig. 4.2), there are 4 maximal steps at

(IN1 , IN2 ) — {e1h , e2h }, {e1h , e2t }, {e1t , e2h } and {e1t , e2t }.
Let u be a maximal step at s. Then s0 is the u-successor of s if the
following conditions are satisfied: (i) For each e = (srce , tgte ) ∈ u, if i ∈ loc(e)
then si0 = (tgte )i , and (ii) s j = s0j if j ∈
/ loc(u), where loc(u) =

S

e∈u loc( e ).

Suppose u is a maximal step at s and i ∈ loc(u). Then, because events in
a step are independent, it follows that there exists a unique e ∈ u such that
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i ∈ loc(e), so the u-successor of s is unique. We say s0 is a successor of s if
there exists a maximal step u at s such that s0 is the u-successor of s. From
the definition of a DMC, it is easy to see that if s0 is a successor of s then
there exists a unique maximal step u at s such that s0 is the u-successor of s.
Finally, we say that s is a deadlock if no action is enabled at s.
Definition 15. The Markov chain M : S × S → [0, 1] generated by DMC D is
given as follows:
in
in
• The initial state of M is sin = (sin
1 , s2 , . . . , s n ).

• If s ∈ S is a deadlock then M(s, s) = 1 and M(s, s0 ) = 0 for s0 6= s.
• Suppose s ∈ S is not a deadlock. Then M(s, s0 ) = p if there exists a maximal
step u at s such that s0 is the u-successor of s and p = ∏e∈u∩Ea π a (e).
• If s is not a deadlock and s0 is not a successor of s then M(s, s0 ) = 0.
Claim 2. M is a finite state Markov chain.
Proof. Since there are finite number of agents each with finite set of local
states, the set of global states S is finite. Also, since product of probability
values is always between 0 and 1, M(s, s0 ) ∈ [0, 1] for every s, s0 ∈ S. We
now need to show that

∑
0

M(s, s0 ) = 1 ∀ s ∈ S.

s ∈S

If s is a deadlock the result follows at once. So we assume that s is not
a deadlock. Since s is not a deadlock, the set of enabled actions at s is
non-empty, i.e. en(s) 6= ∅.
Let u be a maximal step at s. If e = (srce , tgte ) ∈ u and e ∈ Ea for some
action a ∈ A, then a ∈ en(s) by definition of en. On the other hand, if
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Figure 4.2: Markov chain for the DMC in Example 3.
a ∈ en(s) then there must exist an event of the form e ∈ u and e ∈ Ea
since u is a maximal step and according to Claim 1, events in a can not
be in conflict with any events in u. For the same reason if e, e0 ∈ u then
loc(e) ∩ loc(e0 ) 6= ∅ iff e = e0 . Thus |u| = |en(s)| and for each a ∈ en(s) there
exists a unique event e in u such that e ∈ Ea .
Clearly s a = srce for each e ∈ Ea and ∑e∈Ea π a (s a )(tgte ) = 1 by definition.
The required result now follows from the fact that u is a maximal step at s
iff |u ∩ Ea | = 1 for each a ∈ en(s).
In Fig. 4.2 we show the Markov chain associated with the DMC shown
in Fig. 4.1. The initial state (IN1 , IN2 ) has a thicker outline. Each edge is
labeled with the maximal step and the corresponding probability. Unlabeled
transitions have probability 1.

4.2.1

The Path Space of Non-interleaved Semantics

Let M be the Markov chain associated with a DMC D . The path space
and a probability measure over this space is obtained in the usual way. A
finite path in M from s is a sequence τ = s0 s1 . . . sm such that s0 = s and

M(s` , s`+1 ) > 0, for 0 ≤ ` < m. The notion of an infinite path starting from
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f in

s is defined as usual. Paths and Paths

denote the set of infinite and finite

paths starting from s, respectively.
f in

For τ ∈ Pathss , ↑τ ⊆ Pathss is the set of infinite paths that have τ as
f in

a prefix. Υ ⊆ Paths is a basic cylinder at s if Υ = ↑τ for some τ ∈ Pathss .
The σ-algebra over Paths , denoted SA(s), is the least family that contains
the basic cylinders at s and is closed under countable unions and complementation (relative to Paths ). Ps : SA(s) → [0, 1] is the usual probability
measure that assigns to each basic cylinder ↑τ, with τ = s0 s1 . . . sm , the
probability p = p0 · p1 · · · pm−1 , where M(s` , s`+1 ) = p` , for 0 ≤ ` < m.

4.3 The Interleaved Semantics
As we have discussed in Chapter 3, it is not trivial to define an interleaved
semantics for Distributed Stochastic Models (DSM), let alone construct it as
contextually equivalent to the non-interleaved semantics. However, we show
that one can define an interleaved semantics for a DMC (which is a restricted
version of DSM) where one synchronization action is executed at a time,
followed by a probabilistic move by the participating agents. Except in the
trivial case where there is no concurrency, the resulting transition system
will not be a Markov chain. Hence, defining a probability measure over
interleaved runs, called trajectories, is a technical challenge. We now associate
a global transition system with the DMC D based on event occurrences.
Definition 16 (The transition system). Let D = (S , Σ, χ, A) be a DMC such
that S = (n, {Si }, {sin
i }). We define the transition system associated with D to be
TS = (S, sin , →) such that
in
in
• S is the set of global states and sin = (sin
1 , s2 , . . . , sn ) is the initial global

44

ef

e w1
( T1 , T2 )

( F1 , F2 )

e1t , 0.5
ett

e2t , 0.5
e w2

( T1 , IN2 )

e2h , 0.5
( L1 , W2 )

eth

( T1 , H2 )

(IN1 , T2 )

e1t , 0.5

e1t , 0.5

e1h , 0.5

e2t , 0.5
(IN1 , IN2 )

e2h , 0.5
(IN1 , H2 )

e1h , 0.5

eh

h,0

.9

e1h , 0.5

( H1 , T2 )

eht

(W1 , L2 )

e2t , 0.5
( H1 , IN2 )

e2h , 0.5
u , 0.1
ehh

( H1 , H2 )

eu
(U1 , U2 )

Figure 4.3: Transition system for the DMC in Example 3.
state.
e,pe

• The transition relation → ⊆ S × (Σ × (0, 1]) × S is given by s −−→ s0 iff
for some a = ( Ea , π a ) ∈ A, and e = (srce , tgte ) ∈ Ea , (i) π a (e) = pe , (ii)

(s)loc(a) = srce , (s0 )loc(a) = tgte , and (iii) for i ∈ [n] \ loc( a), si = si0 .
Let TS be the transition system associated with a DMC D . To reason
about the probabilistic behavior of D using TS, one must build a σ-algebra
over the paths of this transition system and endow it with a probability
measure. The major difficulty is that, due to the mix of concurrency and
stochasticity, TS is not a Markov chain. In Fig. 4.3, for instance, the sum of
the probabilities of the transitions originating from the initial stae (IN1 , IN2 )
is 2. To get around this, we first filter out concurrency by working with
equivalent classes of paths.
We shall refer to paths in TS as trajectories. A finite trajectory of TS from
s ∈ S is a sequence of the form s0 e0 s1 . . . sk−1 ek−1 sk such that s0 = s and,
el ,pe

l
for 0 ≤ l < k, sl −−→
sl +1 . Infinite trajectories are defined as usual.

For the trajectory ρ = s0 e0 s1 . . . sk−1 ek−1 sk , we define ev(ρ) to be the
event sequence e0 e1 . . . ek−1 . Again, this notation is extended to infinite tra45
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jectories in the natural way. Due to concurrency, one can have infinite trajectories that are not maximal, so we proceed as follows.
Let Σi = {e | i ∈ loc(e)}. Suppose ξ is an event sequence (finite of infinite). Then proji (ξ ) is the sequence obtained by erasing from ξ all events
that are not in Σi . This leads to the equivalence relation ≈ over event sequences given by ξ ≈ ξ 0 iff proji (ξ ) = proji (ξ 0 ) for every i. We let [ξ ] denote
the ≈-equivalence class containing ξ and call it a (Mazurkiewicz) trace. For
infinite sequences, it is technically more convenient to define traces using
equivalence of projections rather than permutation of independent actions.
The partial order relation v over traces is defined as [ξ ] v [ξ 0 ] iff
proji (ξ ) is a prefix of proji (ξ 0 ) for every i. Finally the trace [ξ ] is said to
be maximal if for every ξ 0 , [ξ ] v [ξ 0 ] implies [ξ ] = [ξ 0 ]. The trajectory ρ is
maximal iff [ev(ρ)] is a maximal trace. In the transition system of Fig. 4.3,

(IN1 , IN2 )e1h ( H1 , IN2 )e2T ( H1 , T2 )eht ((W1 , L2 )ew1 )ω is a maximal infinite trajectory. In fact, in this example all the infinite trajectories are maximal.

4.3.1

The σ-algebra of Trajectories

We denote by Trjs the set of maximal trajectories from s. Two trajectories
can correspond to interleavings of the same partially ordered execution of
events. Hence, one must work with equivalence classes of maximal trajectories to construct a probability measure. The equivalence relation ' over
Trjs that we need is defined as ρ ' ρ0 if ev(ρ) ≈ ev(ρ0 ). As usual [ρ] will
denote the equivalence class containing the trajectory ρ.
Let ρ be finite trajectory from s. Then ↑ρ is the subset of Trjs satisfying
ρ0 ∈ ↑ρ iff ρ is a prefix of ρ0 . We now define BC (ρ), the basic trj-cylinder at
s generated by ρ, to be the least subset of Trjs that contains ↑ρ and satisfies
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the closure property that if ρ0 ∈ BC (ρ) and ρ0 ' ρ00 then ρ00 ∈ BC (ρ). In
other words, BC (ρ) = {[ρ0 ] | ρ0 ∈ Trjs , [ev(ρ)] v [ev(ρ0 )]}.
It is worth noting that we could have BC (ρ) ∩ BC (ρ0 ) 6= ∅ without
having ρ ' ρ0 . For instance, in Fig. 4.3, let ρ = (IN1 , IN2 )e1h ( H1 , IN2 ) and ρ0 =

(IN1 , IN2 )e2t (IN1 , T2 ). Then BC (ρ) and BC (ρ0 ) will have common maximal
trajectories of the form (IN1 , IN2 )e1h ( H1 , IN2 )e2t ( H1 , T2 ) . . ..
c (s) to be the least σ-algebra that contains the basic trjWe now define SA
cylinders at s and is closed under countable unions and complementation
(relative to Trjs ).
c (s) → [0, 1] we are after,
To construct the probability measure Pb : SA
a natural idea would be to assign a probability to each basic trj-cylinder
as follows. Let BC (ρ) be a basic trj-cylinder with ρ = s0 e0 s1 . . . sk−1 ek−1 sk .
Then Pb( BC (ρ)) = p0 · p1 · . . . · pk−1 , where p` = pe` , for 0 ≤ ` < k. This
is inspired by the Markov chain case in which the probability of a basic
cylinder is defined to be the product of the probabilities of the events encountered along the common finite prefix of the basic cylinder. However,
showing directly that this extends uniquely to a probability measure over
c s is very difficult.
SA
We get around this by using the Markov chain M associated with D
c s into SAs , the σ-algebra generated by the infinite paths
and then embed SA
in M starting from s. The standard probability measure over SAs will then
c s.
induce a probability measure over SA

4.3.2

The Probability Measure for the Trajectory Space

To construct a probability measure over the trajectory space we shall associate infinite paths in M with maximal trajectories in TS. The Foata normal
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form from Mazurkiewicz trace theory will help achieve this. Let ξ ∈ Σ? . A
standard fact is that [ξ ] can be canonically represented as a “step” sequence
of the form u1 u2 . . . uk . More precisely, the Foata normal form of the finite
trace [ξ ], denoted FN ([ξ ]), is defined as follows [DR95].

• FN ([e]) = e.
• Suppose ξ = ξ 0 e and FN ([ξ 0 ]) = u1 u2 . . . uk . If there exists e0 ∈ uk such
that (e0 , e) ∈
/ I then FN ([ξ ]) = u1 u2 . . . uk {e}. If not, let ` be the least
integer in {1, 2, . . . , k } such that e I e0 for every e0 ∈

S

`≤m≤k um .

Then

FN ([ξ ]) = u1 . . . u`−1 (u` ∪ {e})u`+1 . . . um .
For the example shown in Fig. 4.3, FN (e1h e2t eht ew1 ew1 ) = {e1h , e2t } {eht } {ew1 } {ew1 }.
This notion is extended to infinite traces in the obvious way. Note that
ξ ≈ ξ 0 iff FN (ξ ) = FN (ξ 0 ).
Conversely, we can extract a (maximal) step sequence from a path in M.
Suppose s0 s1 . . . is a path in Pathss . There exists a unique sequence u1 u2 . . .
such that u` is a maximal step at s`−1 and s` is the u` -successor of s`−1 for
every ` > 0. We let st(τ ) = u1 u2 . . . and call it the step sequence induced
by τ.
This leads to the map tp : Trjs → Pathss given by tp(ρ) = τ iff
FN (ev(ρ)) = st(τ ).
Lemma 1. tp is well defined.
Proof. Let ρ ∈ Trjs such that ξ = ev(ρ) and FN ([ξ ]) = u1 u2 · · · . FN ([ξ ]) is
an infinite sequence since we have assumed M is deadlock-free. Since ρ is
a maximal trajectory, by definition, [ξ ] is a maximal event trace.
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u

l
We construct a path τ = s0 s1 . . . sk · · · ∈ Trjs such that sl −
→
sl +1 for

l ≥ 0, which implies FN ([ev(ρ)]) = st(τ ). We construct τ inductively as
follows:

• u1 is a maximal step at s. Hence, s0 = s and there exists s1 such that
u

1
s0 −
→
s1 .

All events e ∈ u1 are pairwise independent by the definition of Foata
normal form. Also, u1 is maximal because if not, then there exists an
event e 6∈ u1 which is enabled at s and is pairwise independent with
all events in u1 . However, since [ξ ] is a maximal event (and hence
Mazurkiewicz) trace, there exists ut for some t > 1 such that e ∈ ut
which contradicts that u1 u2 · · · is a Foata normal form. Finally, there
exists at least one event in u1 that is enabled at s since ρ ∈ Trjs . Hence,
by the definition of DMC, all events in u1 are enabled at s since they
are pairwise independent concluding u1 is a maximal step at s.
u

l
• Let us assume we constructed s0 s1 · · · sk−1 such that sl −
→
sl +1 for

0 ≤ l < k − 1. By similar argument given above, uk−1 is a maximal
u k −1

step enabled at sk−1 and hence there exists sk such that sk−1 −−→ sk ,
thus completing the proof.

As usual, for X ⊆ Trjs we define tp( X ) = {tp(ρ) | ρ ∈ X }. It turns out
that tp maps each basic cylinder in the trajectory space to a finite union of
basic cylinders in the path space. As a result, tp maps every measurable set
of trajectories to a measurable set of paths. Consequently, one can define
the probability of a measurable set of trajectories X to be the probability of
the measurable set of paths tp( X ).
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To understand how tp acts on the basic cylinder BC (ρ), let FN (ev(ρ)) =
u1 u2 . . . uk . We associate with ρ the set of finite paths paths(ρ) = {π |
st(π ) = U1 U2 . . . Uk and u` ⊆ U` , for 1 ≤ ` ≤ k}. In other words π ∈
paths(ρ) if it extends each step in FN (ev(ρ)) to a maximal step. Then, tp
maps BC (ρ) to the (finite) union of the basic cylinders generated by the
finite paths in paths(ρ). These observations and their main consequence,
namely, the construction of a probability measure over the trajectory space,
can be summarized as the following Lemma 2, 3 and 4:
Lemma 2. Let ρ = s0 s1 · · · sk be a finite trajectory at s. We assume B = BC (ρ)
to be a basic trj-cylinder from s and FN ([ev(ρ)]) = u1 u2 · · · uk .
1. Suppose τ ∈ Paths . Then τ ∈ tp( BC (ρ)) iff ul ⊆ st(τ )l for 1 ≤ l ≤ k. We
define st(τ )l to be the maximal step appearing in position l of the sequence
st(τ ).
2. tp(B) is a finite union of basic cylinder sets in SAs and hence is a member
of SAs . Furthermore Ps (tp( B)) = ∏1≤l ≤k pl where pl = ∏e∈ul pe for
1 ≤ l ≤ k.
Proof.

1. We need to show that tp( BC (ρ)) = paths(ρ).
Suppose ρ0 ∈ BC (ρ). Then, by definition of basic cylinders, there exists
ρ00 ∈ BC (ρ) such that ρ0 ' ρ00 and ρ is a finite prefix of ρ00 . Hence
ρ0 ' ρ00

=⇒ ev(ρ0 ) ≈ ev(ρ00 )

(definition of ')

=⇒ FN ([ev(ρ0 )]) = FN ([ev(ρ00 )])
=⇒ tp(ρ0 ) = tp(ρ00 )

(uniqueness of FN )
(definition of tp)
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Since FN ([ev(ρ)]) = u1 u2 · · · uk and ρ is a finite prefix of ρ00 , tp(ρ00 ) ∈
paths(ρ) and hence tp(ρ0 ) ∈ paths(ρ). Thus tp( BC (ρ)) ⊆ paths(ρ).
To prove the converse, let τ ∈ paths(ρ) with st(τ ) = U1 U2 · · · . We
need to prove τ ∈ tp( BC (ρ)). By definition of tp and BC, it is sufficent
to prove that there exists maximal trajectory ρ0 such that ρ0 ∈ BC (ρ)
and FN ([ev(ρ0 )]) = st(τ ).
We proceed by induction on k. Suppose FN (ev(ρ)) = u1 with st(τ )1 =
U1 and u1 ⊆ U1 . Let U1 \u1 = {e1 , e2 , . . . , em }. Then it is easy to see
that there exists a trajectory of the form ρ0 = ρρ1 ρ2 ∈ Trjs such that
ev(ρ1 ) = e1 e2 . . . em . Clearly ρ0 ∈ BC (ρ) such that FN (ev(ρ0 )) = U1 =
st(τ ) and this proves the basis step. The induction step follows from
the induction hypothesis applied at the U-successor of s for each U
defined as above.
2. We again proceed by induction on k. Suppose k = 1. Let us assume {U1 , U2 , . . . , Um } to be the set of maximal steps at s such that
ul ⊆ Ul for 1 ≤ l ≤ m. Then, from the previous part, it follows
that tp( BC (ρ)) =

S

1≤ l ≤ m

↑(ssl ) where sl is the Ul -successor of s

for 1 ≤ l ≤ m. This establishes the basis step. The induction step
now follows by appealing to the induction hypothesis at s1 , s2 , . . . , sm .
This proves that tp( B) is a member of SAs . Then using the previous part of the lemma and inducing on k, it is easy to show that
Ps (tp( B)) = ∏1≤l ≤k pl where pl = ∏e∈ul pe for 1 ≤ l ≤ k.

c s.
Lemma 3. Let B ∈ SA
1. B is '-closed.
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2. tp(Trjs − B) = Paths − tp( B).
3. tp( B) ∈ SAs .
c s it follows that
1. For ρ ∈ B and ρ0 ' ρ, by definition of B ∈ SA

Proof.

ρ0 ∈ B. Hence B is '-closed.
2. Let ρ ∈ Trjs − B. If tp ∈ tp( B) then there exists ρ0 ∈ B such that
tp(ρ0 ) = tp(ρ). But this will imply that FN ([ev(ρ)]) = FN ([ev(ρ0 )])
which in turn would imply that ev(ρ) ≈ ev(ρ0 ). But this implies that
ρ ' ρ0 leading to the contradiction that ρ ∈ B since B is '-closed. This
shows that tp(Trjs − B) ⊆ Paths − tp( B).
Now assume τ ∈ Paths − tp( B). It is easy to show that there exists
a ρ ∈ Trjs such that tp(ρ) = τ. Clearly ρ ∈ Trjs − B. Hence Paths −
tp( B) ⊆ tp(Trjs − B) which concludes the proof.
3. If B is a basic cylinder at s, then the result follows from part (iii)
c s is closed under complementation
of Lemma 2. By definition, SA
and countable union. Since Paths − tp( B) ∈ SAs , from the previous
part we now have tp(Trjs − B) ∈ SAs . Finally, if { Bk } is a countc s and tp( Bk ) ∈ SAs for each k,
able collection such that Bk ∈ SA
tp(

S

k

Bk ) =

S

k tp( Bk )

∈ SAs .

c s , tp( B) ∈ SAs .
Hence for any B ∈ SA
Lemma 4. Pbs is well defined.
Proof. Since tp is well-defined and Ps is a probability measure, Pbs is a wellc s , we
defined function. To prove that Pbs is a well-defined measure on SA
prove the following:
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c s ) = Ps (tp(SA
c s )) = Ps (SAs ) = 1, since Ps is a probability mea• Pbs (SA
sure.
c s.
• Let { Bk } be a countable collection of pairwise disjoint sets in SA
Clearly {tp( Bk )} is a countable collection of pairwise disjoint sets in
SAs . We now have:

Pbs (

[

Bk ) = Ps (tp(

k

[

Bk ))

(definition of Pbs )

k

= Ps (

[

tp( Bk ))

k

(

[

is countable union)

k

= ∑ Ps (tp( Bk ))

(part (iii) of Lemma 3)

k

= ∑ Pbs ( Bk )

(definition of Pbs )

k

Hence, Pbs is a probability measure.

Note that while a finite path in M always induces a maximal step sequence, a finite trajectory, in general, does not have this structure. Some
components can get ahead of others by an arbitrary amount. The lemma
above states that, despite this, any finite trajectory defines a finite set of
basic cylinders whose overall probability can be easily computed, by taking the product of the probabilities of the events encountered along the
trajectory. This helps considerably when verifying the properties of M. In
particular, local reachability properties can be checked by exercising only
those components that are relevant.
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Going back to our running example, let ρt = (IN1 , IN2 )e1t ( T1 , IN2 ), and
Xt = ↑ρt . Let ρ0t = (IN1 , IN2 )e2t (IN1 , T2 ), and Xt0 = ↑ρt . Assume ρh , Xh , ρ0h
and Xh0 are defined similarly. Then Pb( Xt ) = Pb( Xh0 ) = 0.5, while Pb( Xh ∪
Xt ) = 1. On the other hand, due to the fact that e1h and e2h are independent,
we have Pb( Xh ∪ Xh0 ) = 0.75.

4.4 The Logic and Model Checking Technique
To bring out the applicability of the DMC formalism and its interleaved
semantics, we formulate a statistical model checking procedure. The specification logic PBLTL⊗ (product PBLTL) is a simple generalization of probabilistic bounded linear time temporal logic (PBLTL) [JCL+ 09] that captures
Boolean combinations of local properties of the components. The logic can
express interesting global reachability properties as well since the Boolean
connectives can capture—in a limited fashion—the way the components
influence each other.
We assume a collection of pairwise disjoint sets of atomic propositions

{ APi }. As a first step, the formulas of BLTL⊗ are given as follows.
• ap ∈ APi is a BLTL⊗ formula and type( ap) = {i },
• If ϕ and ϕ0 are BLTL⊗ formulas with type( ϕ) = type( ϕ0 ) = {i } then
so is ϕUit ϕ0 where t is a positive integer. Further, type( ϕUit ϕ0 ) = {i }.
As usual, F t ϕ abbreviates (trueUt ϕ) and G t ϕ is defined as ¬ F t ¬ ϕ,
• If ϕ and ϕ0 are BLTL⊗ formulas then so are ¬ ϕ and ϕ ∨ ϕ0 with
type(¬ ϕ) = type( ϕ) and type( ϕ ∨ ϕ0 ) = type( ϕ) ∪ type( ϕ0 ).
The formulas of PBLTL⊗ are given by:
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• Suppose ϕ is a BLTL⊗ formula and γ a rational number in the open
interval (0, 1). Then Pr≥γ ( ϕ) is a PBLTL⊗ formula,
• If ψ and ψ0 are PBLTL⊗ formulas then so are ¬ψ and ψ ∨ ψ0 .
To define the semantics, we project each trajectory to its components.
f in

For s ∈ s and i ∈ [n] we define Proji : Trjs

→ Si+ inductively.

• Proji (s) = si ,
f in

• Suppose ρ = s0 eo s1 . . . sm em sm+1 is in Trjs

and ρ0 = s0 e0 s1 . . . sm . If

i ∈ loc(em ) then Proji (ρ) = Proji (ρ0 )(sm+1 )i . Otherwise Proji (ρ) =
Proji (ρ0 ).
We lift Proji to infinite trajectories in the obvious way—note that Proji (ρ)
can be a finite sequence for the infinite trajectory ρ. We assume a set of local
valuation functions {Vi }, where Vi : Si → 2 APi . Let ϕ be a BLTL⊗ formula
with type( ϕ) = {i }. We begin by interpreting such formulas over sequences
generated by the alphabet Si . For $ ∈ Si+ ∪ Siω , the satisfaction relation
$, k |=i ϕ, with 0 ≤ k ≤ |$|, is defined as follows.
• $, k |=i ap for ap ∈ APi iff ap ∈ Vi ($(k )(i )), where $(k )(i ) is the Si -state
at position k of the sequence $,
• ¬ and ∨ are interpreted in the usual way,
• $, k |=i ϕ1 Uit ϕ2 iff there exists ` such that k ≤ ` ≤ max (k + t, |$|) with
$, ` |=i ϕ2 , and $, m |=i ϕ1 , for k ≤ m < `.
As usual, $ |=i ϕ iff $, 0 |=i ϕ. Next, suppose ϕ is a BLTL⊗ formula and
ρ ∈ Paths . Then the relation ρ |=s ϕ is defined as follows.
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• If type( ϕ) = {i } then ρ |=s ϕ iff Proji (ρ) |=i ϕ,
• Again, ¬ and ∨ are interpreted in the standard way.
Given a formula ϕ in BLTL⊗ and a global state s, we define Trjs ( ϕ) to
be the set of trajectories {ρ ∈ Trjs | ρ |=s ϕ}.
c ( s ).
Lemma 5. For every formula ϕ, Trjs ( ϕ) is a member of SA
Proof. Let Paths ( ϕ) be the set of paths in the Markov chain M that satisfies
the formula ϕ. It is easy to see that Paths ( ϕ) is a member of SAs . We then
use Lemma 3 to obtain the result.
trj

The semantics of PBLTL⊗ is now given by the relation D |=s ψ, defined
as:
trj
1. Suppose ψ = Pr≥γ ( ϕ). Then D |=s ψ iff Pb( Paths ( ϕ)) ≥ γ,

2. Again, the interpretations of ¬ and ∨ are the standard ones.
For the example in Fig. 4.1, one can assert Pr≥0.99 (( F7 ( L1 ) ∧ F7 (W2 )) ∨

( F7 (W1 ) ∧ F7 ( L2 ))). Here, the local states also serve as the atomic propositions. Hence, the formula says that with probability ≥ 0.99, a winner will
be decided within 7 rounds.
trj

We write D |=trj ψ for D |=sin ψ. The model checking problem is to
determine whether D |=trj ψ. We shall adapt the SMC procedure developed
in [You04] to solve this problem approximately.

4.4.1

The Statistical Model Checking Procedure

We note that in the Markov chain setting, given a BLTL formula and a path
in the chain, there is a bound k that depends only on the formula such that
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we can decide whether the path is a model of the formula by examining
just a prefix of the path of length k [JCL+ 09]. By the same reasoning, for a
BLTL⊗ formula ϕ, we can compute a vector of bounds (k1 , k2 , . . . , k n ) that
depends only on ϕ such that for any trajectory ρ starting from sin , we only
need to examine a finite prefix ρ0 of ρ that satisfies | Proji (ρ0 )| ≥ k i , for
1 ≤ i ≤ n. The complication in our setting is that it is not guaranteed that
one can generate such a prefix with bounded effort. This is due to the mix
of concurrency and stochasticity in DMCs. More precisely, at a global state
s, one may need to advance the history of the agent i but this may require
first executing an event e = (srce , tgte ) ∈ Ea at s that does not involve the
agent i. However, there could also be another event e0 = (srce0 , tgte0 ) ∈ Ea
enabled at s such that srce = srce0 . Since one must randomly choose one
of the enabled events according to the underlying probabilities, one may
repeatedly fail to steer the computation towards a global state in which the
history of i can be advanced. A second complication is that starting from
the current global state it may be impossible to reach a global state at which
some event involving i is enabled.

To cope with this, we maintain a count vector (c1 , c2 , . . . , cn ) that records
how many times each component has moved along the trajectory ρ that has
been generated so far. A simple reachability analysis will reveal whether a
component is dead in the current global state — that is, starting from the
current state, there is no possibility of reaching a state in which an event
involving this agent can be executed. If this is the case for the agent i or
the ci is already the required bound then remove it from the current set of
active agents. If the current set of active agents is not empty, we execute,
one by one, all the enabled actions—using a fixed linear order over the
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set of actions—followed by one move by each of the participating agents,
according to the underlying probabilities. Recall that action a is enabled at
s iff s a ∈ ena . Due to the determinacy of synchronizations, the global state
thus reached will depend only on the probabilistic moves chosen by the
participating agents. We then update the count vector to (c10 , c20 , . . . , c0n ) and
mark the new dead components.
We show in Theorem 1 that, continuing in this manner, with probability
1 we will eventually generate a finite trajectory ρb and reach a global state s
with no active agents. We then check if ρb satisfies ϕ and update the score
associated with the statistical test described as follows.
Theorem 1. With probability 1, the method of generating a finite trajectory described in section 4.4.1 will terminate.
trj
Proof. The core task is to check whether D |=s Pb≥γ ( ϕ) where ϕ is a BLTL⊗

formula. Let (k1 , k2 , . . . , k n ) be the bound vector obtained from ϕ as follows.
If i ∈
/ type( ϕ) then k i = 0. If i ∈ type( ϕ) then k i is the maximum of the
bounds associated (in the usual way) with the i-type formulas appearing in
ϕ.
Let ρ be a finite trajectory such that the corresponding count vector is

(c1 , c2 , . . . , cn ). In other words the agent i has executed ci events so far along
ρ

ρ. Let sin −
→ s. Then, ρ is terminal if for every i either ci ≥ k i or there exists
i such that ci < k i and the component i is dead at s. It is easy to show that
one can effectively determine if a finite trajectory is terminal. Let TER be
the set of terminal finite trajectories and Υ = ∪ρ∈TER BC (ρ). Clearly TER
c It is now enough to prove that
is a countable set and hence Υ is in SA.
Pb(Υ) = 1.
It will be more convenient to carry out the proof in the Markov chain
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c as follows. Let S
b = S×
setting. We first blow up M into the larger M

(C1 × C2 × · · · × Cn ) such that Ci = {0, 1, . . . , k i } ∪ {ωi } for every i. Here,
ωi denotes “large” and satisfies k i < ωi and ωi + 1 = ωi for every i.
c via: M((
c s, c)(s0 , c0 )) = p iff M(s, s0 ) = p. Morever, if s0 is
We define M
the u-successor of s then for each i the following conditions hold. Suppose
i ∈ loc(u). Then c0 (i ) = c + 1 if c(i ) < k i and c0 (i ) = ωi if c(i ) = k i or
c(i ) = ωi . On the other hand, c0 (i ) = c(i ) if i 6∈ loc(u).
c is a finite state Markov chain. The initial state
It is easy to verify that M
is (sin , 0), where 0(i ) = 0 for each i. In what follows we will often suppress
the mention of (sin , 0).
c that ends at (s, c). We say (s, c) is final iff
Let τ be a finite path in M
k i ≤ ci for every i or there exists i such that c(i ) < k i and i is dead at (s, c).
d to
Then τ is terminal iff (s, c) is final. Similar to TER, we now define TER
c. From the definitions it follows that
be the set of terminal finite paths in M
d and hence it suffices to prove that P(∪ d BC (τ )) = 1.
tp(TER) = TER
τ ∈TER
c. We also
Here, P denotes the usual probability measure over SA(sin ,0) in M
d is a countable set and hence S d BC (τ ) will be a member
note that TER
τ ∈TER
of SA(sin ,0) .
Next, let (s, c) ∈ Sb. Let c
W be the set of final states. Now as shown
in [BK08], P(

S

d
τ ∈TER

BC (τ )) = 1 follows if we can show that (sin , 0) ∈

b − Pre∗ (S
b − Pre∗ (c
b⊆S
b is the least subset of S
b that
S
W)) where Pre∗ (b
x) for S
c sb0 , b
b and satisfies: If b
b and M(
b ).
contains X
s∈X
s) > 0 then sb0 ∈ Pre∗ (X
b It is easy to see that proving this
We now claim that Pre∗ (c
W) = S.
b − Pre∗ (S
b − Pre∗ (c
b and trivially
is sufficient since this leads to S
W)) = S
b We recall Y
b ⊆ S
b is a strongly connected component of M
(sin , 0) ∈ S.
b Let {SC1 , SC2 , . . . , SCr }
b for every b
b ∈ Y.
iff there is a path from b
s to u
s, u
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be the set of strongly connected components (SCCs) of c
M. The relation 
over SCCs is given by: SC  SC 0 iff there exists a state b
s ∈ SC, a state
b ∈ SC 0 and a path from b
b in c
u
s to u
M. Clearly,  is a partial order relation
and the maximal elements under preceq will be called the bottom strongly
connected components (BSCCs).
b be a BSCC and (s, c), (s0 , c0 ) ∈ Y.
b Then it must be the case
Now let Y
that c = c0 . Next, suppose c(i ) < k i for some i. Then i must be dead at
b Consequently, every
(s, c) which implies that i is dead at every state at Y.
b is final. By definition of BSCCs, we now have Pre∗ (c
b thus
state in Y
W) = S,
concluding the proof.

Statistical test
The parameters for the test are δ, α, β, where δ is the size of the indifference
region and (α, β) is the strength of the test, with α bounding the Type I
errors (false positives) and β bounding the Type II errors (false negatives).
These parameters are to be chosen by the user. We generate finite i.i.d.
sample trajectories sequentially. We associate a Bernoulli random variable
x` with the sample (ρ)` and set x` = 1 if (ρ)` ∈ Trjsin ( ϕ) and set x` = 0
otherwise. We let cm = ∑` x` and compute the score SPRT via

SPRT =

( γ − ) c m (1 − γ − ) n − c m
.
( γ + ) c m (1 − γ + ) n − c m

Here γ+ = γ + δ and γ− = γ − δ. If SPRT ≤
Pb≥r ϕ. If SPRT ≥

1− β
α ,

β
1− α ,

we declare D |=trj

we declare D 6|=trj Pb≥γ ϕ. Otherwise, we draw one

more sample and repeat.
This test is then extended to handle formulas of the form ¬ψ and ψ1 ∨ ψ2
in the usual way [JCL+ 09]. It is easy to establish the correctness of this
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statistical model checking procedure.

4.5 Experimental Evaluation
We have tested our SMC procedure on two probabilistic distributed algorithms: (i) a leader election protocol for a unidirectional ring of anonymous
processes by Itai and Rodeh [IR90, Fok06] and (ii) a randomized solution
to the dining philosophers problem [PZ86]. Both these algorithms—for
large instances—exhibit a considerable degree of concurrency since any two
agents that do not share a neighbor can execute independently. We focused
on approximately verifying termination properties of these algorithms to
bring out the scalability and the performance features of our SMC technique.
We also compared our results with the corresponding ones obtained using
the statistical model checking tool P lasma [BCLS13].
In the leader election protocol, each process randomly chooses an identity from {1, 2, . . . , N }, and passes it on to its neighbor. If a process receives
an identity lower than its own, the message is dropped. If the identity is
higher than its own, the process drops out of the election and forwards the
message. Finally, if the identity is the same as its own, the process forwards
the message, noting the identity clash. If an identity clash is recorded, all
processes with the highest identity choose a fresh identity and start another
round.
Since the initial choice of identities for the N processes can be done
concurrently, in the global Markov chain, there will be N N possible moves.
However, correspondingly in the interleaved semantics, there will be N 2
transitions from the initial state.
We have built a DMC model of this system in which each process and
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Figure 4.4: Comparison of simulation times in DMC and Plasma.

channel is an agent. Messages are transferred between processes and channels via synchronizations while ensuring this is done using a deterministic
protocol. For simplicity, all channels in our implementation have capacity 1.
We can easily construct higher capacity channels by cascading channels of
capacity 1 while staying within the DMC formalism.
The challenge in modeling the dining philosophers problem as a DMC
is to represent the forks between philosophers, which are typically modeled
as shared variables. We use a deterministic round robin protocol to simulate
these shared variables. The same technique can be used for a variety of other
randomized distributed algorithms presented as case studies for P lasma.
We ran our trajectories based SPRT procedure written in Python programming language on a Linux server (Intel Xeon 2.30 GHz, 16 core, 72GB
RAM). For the first example, we verified that a leader is elected with probability above 0.99 within K rounds, for a ring of N processes for various
values of N up to 1000. For each N, it turned out that K = N is a good
choice for K as explained below.
The termination property was specified as follows. Let Li denote the
boolean variable which evaluates to true iff in the current global state, node
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i has been elected as the leader. Then for N processes with K = N, the
specification is:

Pr≥0.99 (

N
_

[ F N (¬ L1 ) ∧ · · · ∧ F N (¬ Li−1 ) ∧ F N ( Li ) ∧ F N (¬ Li+1 ) ∧ · · · ∧ F N (¬ Ln )]).

i =1

For the dining philosophers, we verified that with probability above
0.95 every philosopher eventually eats, up to N = 500 philosophers. In
both the experiments, we set the bound on both the Type-I and Type-II
errors to be 0.01 and the indifference region to be 0.01. We tested the same
properties with the same statistical parameters using the P l a s m a model.
P l a s m a supports parallel execution and multithreading. Since our DMC
implementation is currently sequential, we restricted P l a s m a to singlethreaded sequential execution for a meaningful comparison.
In Fig. 4.4, we have compared the running time for SPRT model-checking
in the DMC model with that for Plasma. The x-axis is the number of processes in the system and the y-axis is the running time, in seconds. We have
not been able to determine from the literature how Plasma translates the
model into a DTMC. Consequently we could only compare the simulation
times at the system level while treating the P l a s m a tool as a black box.
In case of P l a s m a, the specifications use time bounds which we took it
to imply the number of time steps for which the model is simulated. We
found that for N = 1000, P l a s m a verifies the termination property to be
true if the time bound is set to be 10, 000. Further, increasing the bound
does not cause the simulation times to change. Hence we fixed the time
bound to be 10, 000 for all choices of N in the Plasma setting. In the DMC
setting we found that setting K = N caused our implementation to verify
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the termination property to be true. Again, increasing this to larger number
of rounds does not change the simulation times. For this reason we fixed
K = N for each N.
The experiments show that as the model size increases, the running
time increase for the DMC approach is almost linear whereas for Plasma
it is more rapid. The results also show the significant performance and
scalability advantages of using the interleaved semantics approach based
on DMC models. We expect further improvements to be easily achieved via
a parallel implementation.
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Chapter 5
Quantitative Analysis of
Operational Processes
An operational process is an interlinked set of tasks that produces a specific
service or product. Organizations from diverse industry sectors—such as
health care, finance services, and supply chain management—have large
processes consisting of many different components that are dependent on
each other. The atomic building block of such processes are tasks. No matter
how large and diverse, organizations have a finite amount of resources at
their disposal. These resources are capable of performing the tasks in the
process, but all resources may not be able to perform all tasks, or be efficient
at in terms of cost and time. Organizations are always trying to improve
upon the performance of their processes in terms of various Key Performance
Indicators (KPIs).
The need for an underlying formal model for operational processes has
been long felt. Workflow nets (WF nets, a class of Petri nets), equipped with
clean graphical notation and abundance of analysis techniques, have served
as a solid framework for modeling process activities [Aal97, AH04, Aal14].
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The design and analysis of processes has been consolidated into a field
named Business Process Management (BPM) and workflow nets pioneered
as the modeling formalism of BPM systems [Aal15, vdAvHtH+ 11].
Traditionally, workflow nets are designed as tasks intertwined with decision gates. The frequently occurring design patterns are provided as templates called workflow patterns [RHM06]. However, operational processes
often incorporate stochastic decision points due to the increasing complexity of such systems as well as the inclusion of uncontrollable components
in the processes. On top of that, the processes are hyper-scaled and involve a large number of instances running in parallel. For example, a pizza
company may have hundreds of orders being processed in parallel, or a financial institution handling many loan applications at the same time. Such
processes are nonetheless resource-constrained, and the company policy or
a dedicated managerial body schedules how the resources get assigned to
the tasks spanning the parallel instances.
Simulation is a common practice in the process management industry. Many process analysis tools natively support simulation as well. The
state-of-the-art approach for analyzing stochastic operational processes is
to simulate the system an arbitrary number of times. If, for example, p% of
the simulations satisfy the desired property, one claims that the property
is true with probability at least p, often with confidence interval estimates
of certain parameters. However, the deductions are often difficult to justify
and can be arbitrarily far from truth – Wil van der Aalst correctly points
out that “simulation does not provide any proof” [Aal15].
In a nutshell, we are interested to model resource-constrained operational processes (i) that are stochastic in nature, (ii) incorporate nondetermin66

ism in terms of resource allocation, (iii) allow hyper-scalability, (iv) provide
modeling freedom, and (v) can accommodate simulation techniques with
provable error bounds. Even when the probability distributions can be measured or approximated from domain knowledge or historical data [Aal11],
model-based analysis [Aal13] of such systems is hard due to the interplay
between stochastic behavior, concurrency, time taken to perform tasks, and
resource contention.
The most prominent modeling formalism for stochastic analysis of business processes is (generalized) stochastic WF nets [Rei03, CYFM02]. These
models use timed transitions with exponentially distributed firing delay. A
few recent works [SW09, MM07, BFV12] also demonstrate a generic Markovian analysis that is mostly applicable to rigidly structured WF systems.
The work of [Her14] focuses on modeling BPM systems as Markov decision
processes in the language of PRISM [HKNP06]. These models are either
very simplistic in nature, where block-like patterns are chained together, or
hard-to-tackle specifications involving arbitrary nondeterminism that cannot be readily adapted for sound simulation techniques. Most importantly,
extending these approaches to model processes with shared resources across
multiple cases is not obvious.
Performance evaluation of resource-constrained processes has seen a
number of approaches in last two decades (see [OLRR12] for a detailed
discussion). A serious drawback that is often present in such modeling
formalisms is the ability to model finite resources shared across multiple
instances of the process model – for example, [Rei03, LWC+ 02] assume
infinite resources and a single case at a time, while [AHK+ 02] use queueing
theory and do not allow concurrency. A more comprehensive approach
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is to use (colored) generalized stochastic Petri nets (GSPN) and (colored)
Petri nets for evaluating the performance of operational processes [OLRR12,
Fer94, SR95, NAR05, DFZ00]. Some of these approaches support only a few
performance metrics such as throughput. The approach in [OLRR12] to use
GSPN when modeling processes is the most widely covered. It supports
multiple cases and finite resources but does not allow nondeterminism since
the underlined semantics is a continuous-time Markov chain.
We formally introduce resource-constrained processes and then use a
timed extension of the Distributed Stochastic Model (DSM) from Chapter 3
to model the behavior of the processes. Our work is the first to (i) provably
bound the error of analysis of operational processes with finite resources
shared across multiple cases arriving at different time points and (ii) provide
a sound analysis of the sample size of simulation.

5.1 Resource-constrained Processes (RCP)
A resource-constrained process (RCP) has a finite set of resources allocated
across replicated instances of a stochastic process model. A process model is a
set of tasks with logical and temporal dependencies among each other. Each
task is mapped to one of the available resources that can perform the task.
Each task performed by a resource has an execution time, ideally drawn
from a probability distribution. For simplicity, we assume that the time
taken by a resource to complete a task is fixed – say the mean value of the
distribution. Resources are assigned to the tasks following a predetermined
allocation strategy.
A case is an instance of the process model. Multiple cases run in parallel,
sharing the same set of finite resources. We study systems with a fixed
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number of cases arriving within a given period of time. The cases need
not start simultaneously and may follow a process arrival rate (such as the
Poisson process).
We observe that the tasks and resources can be considered as individual agents that behave independently and communicate among each other.
There are two types of communications among them: (i) task-task interaction, where a completed task passes the thread of control to some other
tasks, and (ii) task-resource interaction, which describes the allocation and
execution of a task to a resource.
Hence, an RCP consists of two main components: (i) the process model,
instantiated as a fixed number of cases, and (ii) a finite set of resources. An
RCP is then governed by a resource allocation strategy.

5.1.1

The Process Model

A process model in an RCP consists of a start state, a finite set of tasks and
an end state. The tasks in the process model are combined in sequence or
parallel. We assume that the control flow is probabilistic: a discrete probability distribution is attached to each set of outgoing choices while tasks with
a unique choice have outgoing probability 1. Each case is an instantiated
copy of the process.
Example 4. An example of an RCP is the loan/overdraft process in a financial
institution, where the cases correspond to applications from different customers.
Tasks in the process may include stages such as ‘submitting’, ‘reviewing’, ‘accepting’
or ‘declining’ the application.
We use a process model that has been mined from a real-life event log of
loan/overdraft applications of a large financial institution [BA13]. Along with
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Figure 5.1: An example process of an RCP system (in Petri net notation).

the process, the average time for each resource to perform a particular task has been
mined. The event log is obtained from BPI Challenge 2012 [vD12].
Fig. 5.1 demonstrates, in Petri net notation, a process for loan/overdraft applications of a large financial institution. We consider two sub-processes—namely
the application and offer sub-processes—of the overall loan/overdraft application
process. The tasks of the application and offer sub-processes are prefixed with “A_”
and “O_” respectively. From historical data, we estimate the probability values of
outgoing edges from places in the Petri net. Unmarked edges have probability 1.
The process model starts with the submission of an application (A_Submitted).
An application can be declined (A_Declined) if it does not pass any checks. The
probability of an application being declined outright is estimated to be 0.84. Applications that pass the checks are pre-accepted (A_PreAccepted) with probability
0.16. Often additional information is obtained by contacting the customer by phone.
Based on this information, an application can be cancelled (A_Cancelled) with
probability 0.63 or accepted (A_Accepted) with probability 0.37. Once an application is accepted, it is finalized (A_Finalized) and, in parallel, an offer is selected
for the customer (O_Selected). An offer is then created (O_Created) and sent
to eligible applicants and their responses are assessed (O_Sent). A customer then
may (i) accept the offer (O_Accepted) with probability 0.01, (ii) cancel the offer
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Table 5.1: Resource-task matrix (truncated) with average time taken by the
resource.
10228
A_Accepted
A_Approved
A_Cancelled
A_Declined
A_Finalized
A_PartlySubmitted
A_Preaccepted
A_Submitted
O_Cancelled
O_Created
O_Selected
O_Sent
O_Sent_Back
Dummy
O_Accepted

10629

10779

2521

10859

10861

10862

30435

47184

53086

35

62

0

5775

9823

1061

173747
1
0
0

140840
1
48
0

32
2
38587
0

0
0

0
0

0
0

51106
0
31897

2186

47
130
0
0
0

0
0

0
0

(O_Cancelled) with probability 0.95, or (iii) send the offer back (O_SentBack) with
probability 0.04. If an offer is sent back, a new offer is created for the customer. If
the offer is accepted, the application is finally approved (A_Approved). Declining,
cancellation or approval signals the end of the application.

5.1.2

Resources

A finite set of resources is assumed, each capable of performing a subset of
tasks in the process. Different resources can take different amount of time
and cost for performing the same task. We may further group resources
with the same behavior and capability into roles.
In the running example, we profiled the top 46 of the busiest resources
from the event log. The resource-task matrix with cell values representing
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the average time taken by the resource on the particular task is shown in
Table 5.1 (truncated to 6 resources). The columns indicate the resources and
the rows indicate the tasks. If a cell is empty, it indicates that the task is not
assigned to the particular resource. If the value in a cell is 0, the resource
performs the task instantly. The unit of time is irrelevant to our analysis.
For this example, we only consider the time of events and do not discuss
the cost separately.

5.1.3

The Resource Allocation Strategy

At any moment, multiple tasks compete for a number of available resources
and, conversely, multiple resources may be available for a single task. The
resource allocation strategy is responsible for assigning each task ready to be
executed to a single available resource. A strategy is said to be randomized
if at a given configuration of the system, the strategy chooses the resourcetask assignment according to some probability distribution. A strategy is
defined to be deterministic if, given the same configuration of the system,
the strategy always picks the same resource allocation strategy for tasks.
In most resource allocation strategies for operational processes, a set
of best practices are followed based on heuristics. Thus, it is desirable to
provide maximum expressiveness to the modeling formalism to allow industry best practices [NAR05, HRVZ, RM05]. For example, resources are
often classified as generalist and specialist for certain set of tasks. A generalist
is a resource suitable for performing a greater number of tasks, whereas a
specialist performs a smaller number of tasks efficiently (in terms of time
and/or cost). A best practice suggests flexible assignment policy, where at any
moment, the task ready to be executed is provided with the most specialist
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(available) resource so that maximum flexibility is preserved for near future.
Such a policy is deterministic in nature.
In the running example, we assume that a priority-based scheduler is
available. This scheduler assumes that there is an ordering among incoming cases – one can think of it as different tiers (platinum/gold/silver) of
customers. We also assume that given a case, there is an ordering among
its tasks. Hence, there is a total ordering among tasks across all cases. For
simplicity, we also assume a total order among the resources. Hence at any
configuration of the system, the scheduler goes through the resources in
ascending order. For each resource, if a set of assigned tasks are available
for that particular resource, it schedules the lowest ranked task among them.
We note that such a scheduling policy may not be optimal, but only serves
to explain our approach and demonstrate some experimental results.

5.2 Properties of Interest
On top of analyzing qualitative properties such as soundness [vdAvHtH+ 11],
operational processes also demand rigorous performance analysis. It is desirable to measure how key performance indicators (KPIs) relate among
each other in resource-constrained processes. A number of quantitative aspects such as probability, cost and time come into play – on top of the
concurrency and nondeterminism that are present in the system. Given a
RCP and a pre-defined scheduler, the goal is to understand the relationship
among these quantitative aspects and how they behave over scalability.
A fixed number of cases of a process model arrive following an arrival
process. Each resource performing a task has its own fixed cost and time. We
analyze linear temporal properties such as: when C cases arrive at a rate of
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λ cases per second, with probability at least p, at least x fraction of cases are
completed within time t. We would like to examine the relationship among
these parameters C, λ, p, x and t – depending on the KPI of interest. Note
that we can also reach closer to the optimal parameter values using binary
search. If we fix a property and all parameters in that property except one,
we can then run simulations for each value of that parameter. The limits of
the value for which the property is satisfied can be found by running set
of simulations for values chosen by a binary search. For example, if we are
interested in optimizing x, we fix the other values p, t, λ and C and do a
binary search for the optimal value of x in the range [0, 1].

The state-of-the-art industry practice for quantitative analysis operational processes is to simulate the system [NAR05, OLRR12, HRVZ]. However, rigorous statistical analysis has often been limited to computing analysis of variance and confidence intervals with respect to arbitrary number of
simulations. It is often not easy to justify the correctness of the analysis and
the relationship between the number of simulations and the result is often
not well-established. We use statistical model checking techniques and pose
the property of interest as a hypothesis testing question. We then apply
sequential probability ratio test, which formally connects the sample size
to the desired margin for error. The conclusions we draw from our experiments come with guaranteed bounds on the probability of error in terms
of false positives and false negatives. For a detailed discussion on statistical model checking, we refer to Chapter 2. We now describe the modeling
formalism and the simulation analysis strategy for operational processes.
74

5.3 Timed Distributed Stochastic Model (tDSM)
We introduce Timed Distributed Stochastic Model (tDSM), an extension
of DSM introduced in Chapter 3 with real-time associated with each event.
These timestamps are real-valued and fixed-duration, representing the amount
of time the event takes to complete.
Definition 17 (Timed DSM). Let D = (S , Σ, χ, A) be a DSM. We define a
Timed DSM (tDSM) to be H = (D , δ) where δ : Σ → R≥0 is the duration
function over the set of events Σ.

5.3.1

Snapshots and Schedulers

A tDSM H evolves as follows. All agents start at their initial state, so the
in
in
initial global state at time 0 is sin = (sin
1 , s2 , . . . , sn ). Suppose H is at a global

state s = (s1 , s2 , . . . , sn ) at time t. A set of schedulable actions U ∈ sch(s) is
chosen from the set of enabled actions. We assume the existence of a scheduler that guides this choice. We can assume the set U to be non-empty, since
not selecting any action is same as keep the system moving. The actions in
U start concurrently and independently. For each action a ∈ U, an event
ea = (srce , tgte ) ∈ Ea is chosen according to the probability distribution π a
with an associated duration δ(ea ) and cost χ(ea ). The durations {δ(ea )} a∈U
fix a sequentialization of the events {ea } a∈U . In general, there will also be
a pending list of partially executed events currently in progress, with their
own completion times. Among the list of pending events, old and new, the
events with the earliest time to completion finish first. For each completed
event e, the local states of agents in loc(e) are changed to tgte , while the states
of the agents [n] \ loc(e) are unchanged. This gives rise to a new global state
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where potentially a new set of actions are scheduled, and we repeat the
process of choosing a set of actions to schedule. We have to ensure that the
scheduler respects the decisions made earlier, so that all pending events
remain compatible with the new choice. Thus, the global configuration of
a tDSM is not solely captured using the current global state. We denote a
global configuration of a tDSM as a snapshot, consisting of a global state and
a list of partially executed events, with their time to completion from the
current time point.
Definition 18 (Snapshots of a tDSM). A snapshot of an tDSM H is a tuple

(s, U, X ) where U ⊆ en(s) and X = {( a, e, t) | a ∈ U, e ∈ Ea , t ∈ R≥0 } such
that:
• s is the current global state,
• U ∈ en(s) is the set of actions that are currently being performed, which
may not have started together,
• For each a ∈ U, there is exactly one entry ( a, e, t) ∈ X denoting that event
e ∈ Ea is in progress with time t ≤ δ(e) till completion.
Let Y be the set of snapshots. Though Y is uncountable, a tDSM will
give rise to a discrete set of reachable snapshots, determined by the duration
function δ.

5.3.2

Defining Schedulers

Nondeterministic choices between actions are resolved by a scheduler. We
note that the snapshots in a tDSM can encode, using finite memory, the current state of the system as well as the events that are currently in progress.
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At each snapshot, the scheduler can pick the next schedulable set of actions
which, for consistency, should include all the actions already in progress
but not necessarily new ones. We assume the scheduler to be randomized
in general, i.e. it chooses one such schedulable set of actions according to a
probability distribution associated with the snapshot. A deterministic scheduler can easily be emulated with the randomized scheduler by fixing all the
probability distributions associated with the snapshots to have probability
1 for the next schedulable set of actions, and 0 otherwise.
Definition 19 (Schedulers). A scheduler G is defined over snapshots as follows.
Let y = (s, U, X ) ∈ Y be a snapshot. Let the next possible set of schedulable
actions at y is defined as next(y) = {Wy ∈ sch(s) | U ⊆ Wy ⊆ en(s)}. Then,
the scheduler is G : Y → {Φ· : (2 A → [0, 1])} such that for all y ∈ Y , G(y) is a
probability distribution Φy : next(y) → [0, 1].
We also note that, in general, it is hard to define independence-respecting
schedulers for distributed systems. This is closely related to defining local
winning strategies in distributed games [GLZ04]. The main complication
is that a sequentially defined scheduler must behave consistently across
different linearizations that correspond to the same concurrent execution.
However, in a tDSM, the durations associated with the events fix a canonical
linearization, so there is no need to reconcile decisions of the scheduler
across different interleavings.

5.3.3

The Dynamics

Once we fix a scheduler, we can associate a transition system associated
with a tDSM whose states are snapshots. The initial snapshot consists of the
initial global state and no actions being performed. At any global snapshot,
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the scheduler probabilistically chooses the next schedulable set of actions,
which includes the actions associated with events that are that are already
being performed. An event is chosen from each of the newly chosen actions,
if any, according to the probability distribution associated with the corresponding action. Note that these new events have time to completion same
as their duration. Among all the events—old and new—we pick the subset
with minimal time to completion. These are the events that will complete
before the rest. For each of these events, we then change the local states of
the participating agents. Finally, we update the snapshot by removing the
completed events and updating the time to completion for the rest of the
events.
Definition 20 (Transition System of a tDSM). Given a tDSM H and a scheduler

G , we construct the transition system TS = (S , yin , →) as follows. Let S ⊆ Y
be a set of snapshots, with the initial snapshot is given by yin = (sin , ∅, ∅) ∈ S .
Given a snapshot y = (s, U, X ) ∈ S , where U = { a1 , a2 , . . . , am } and X =

{( a1 , e1 , t1 ), . . . , ( am , em , tm )}, we define the next snapshots from y as follows.
• Let Wy be the set of actions scheduled according to the probability distribution Φy , i.e. Φy (Wy ) > 0. Recall that U ⊆ Wy . Let V = Wy \ U =

{b1 , b2 , . . . , bk }.
• For each action b = ( Eb , πb ) ∈ V, we pick an event eb ∈ Eb according
to πb , with duration δ(eb ) and cost χ(eb ). This generates a list Xnew =

{(b, eb , δ(eb )) | b ∈ V, eb ∈ Eb }. Note that all the events in X ∪ Xnew have
pairwise disjoint locations.
• From X ∪ Xnew , let tmin = min({t | ( a, e, t) ∈ X ∪ Xnew }) be the minimum
across all durations left. We pick the subset Emin = {( a, e, t) ∈ X ∪ Xnew |
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t = tmin }. We then update the snapshot as follows:
1. For each ( a, e, tmin ) in Emin , set sloc(e) to tgte , and remove a from U ∪ V
and ( a, e, tmin ) from X ∪ Xnew .
2. For each ( a, e, t0 ) in X ∪ Xnew , update t0 to t0 − tmin , thus reducing the
time to completion of e by tmin .
This results in a new snapshot (s0 , U 0 , X 0 ), where U 0 = U ∪ V and X 0 =
X ∪ Xnew .
Xnew ,Emin ,prob(y,y0 ),time(y,y0 ),cost(y,y0 )

We denote the transition y −−−−−−−−−−−−−−−−−−−−−−→ y0 , defined
as follows.
• Xnew encodes the events that are newly chosen at y by the scheduler,
• Emin encodes the events that has completed in this step,
• The probability associated with the transition is prob(y, y0 ) = Φy (Wy ) ·
∏(b,eb ,δ(eb ))∈Xnew πb (eb ). If Xnew = ∅, p = Φy (Wy ).
• The time duration associated with the transition is time(y, y0 ) = tmin
attached to each ( a, e, tmin ) ∈ Emin .
• The cost associated with the transition is cost(y, y0 ), the sum of χ(e),
for all ( a, e, tmin ) ∈ Emin .
Theorem 2. The transition system TS = (S , yin , →) associated with a tDSM D
along with δ and a scheduler G is a Markov chain.
Proof. Let y = (s, U, X ) be a snapshot in the transition system TS and Ny
be the set of next snapshots. We claim that ∑y0 ∈ Ny prob(y, y0 ) = 1. We know
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that the next snapshots can be grouped according to the next schedulable
actions (probabilistically) chosen by the scheduler. Hence,



∑
0

y ∈ Ny

prob(y, y0 ) =

∑

Wy ∈next(y)




Φy (Wy ) ·


∑

∏

Xnew generated (b,eb ,δ(eb ))∈ Xnew
from Wy


πb ( eb ) 


Suppose V = {b1 , b2 , . . . , bk } is the new set of actions chosen by the
scheduler at a snapshot y. As observed earlier, each combination of events

{e1 , e2 , . . . , ek } generated by applying πbi to Ebi , i ∈ {1, 2, . . . , k}, results in a
unique next snapshot. Hence fixing V, the following is true:

∑

∏

πb (eb ) = 1.

Xnew generated (b,eb ,δ(eb ))∈ Xnew
from Wy

If V = ∅, it trivially applies. Morever, since Φy is a probability distribution
over next(y), ∑Wy ∈next(y) Φy (Wy ) = 1, proving the required result.

5.3.4

Simulation Techniques for tDSM

We introduce a Statistical Model Checking (SMC) technique for tDSM. The
algorithm is illustrated in Algorithm 1. We intend to analyze a property
bounded by probability, time, and cost of the form Pr≥θ T≤t C≤c φ, a shorthand of “with probability at least θ, property φ is satisfied within time t
and cost c”. In this discussion, we assume that φ is a reachability property
specified in linear time temporal logic.
We are provided with a tDSM H and a scheduler G , along with a property Pr≥θ T≤t C≤c φ. Since we are interested in simulation method with prov80

Algorithm 1 Statistical Model Checking for tDSM
INPUT:
a tDSM H and a scheduler G
a property Pr≥θ T≤t C≤c φ
error bounds: α (Type-I) and β (Type-II), threshold of indifference: δ
OUTPUT:
YES or NO
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

procedure S imulate- tDSM
m←0
. the number of simulations so far
θ + ← θ + δ and θ − ← θ − δ
. indifference region
while True do
tspent ← 0
. time spent so far
cspent ← 0
. cost accumulated so far
yin = (sin , ∅, ∅)
. the initial snapshot
in
y = (s, U, X ) := y
. the current snapshot
ρ := y
. the current execution
b←0
. the outcome of the Bernoulli random variable
dm ← 0
. accumulator of outcome of the Bernoulli variable
while (tspent ≤ t) and (cspent ≤ c) do
Wy ← scheduled actions according to G(y)
V ← Wy \ U
Xnew ← {(b, eb , δ(eb )) | b ∈ V, eb ∈ Eb }
tmin ← min({t | ( a, e, t) ∈ X ∪ Xnew })
Emin = {( a, e, t) ∈ X ∪ Xnew | t = tmin }
for all ( a, e, tmin ) ∈ Emin do
sloc(e) ← tgte
U ∪ V ← (U ∪ V ) \ { a }
X ∪ Xnew ← ( X ∪ Xnew ) \ {( a, e, tmin )}
for all ( a, e, t0 ) ∈ X ∪ Xnew do
t0 ← t0 − tmin
. update time bound
0
y = (s , U ∪ V, X ∪ Xnew )
. the new snapshot
tspent ← tspent + tmin , cspent ← cspent + ∑(a,e,t)∈Emin χ(e), ρ ← ρy
if ρ satisfies φ then
b=1
break
m ← m + 1 and dm ← dm + b
( θ − ) d m (1− θ − ) m − d m
quo = (θ + )dm (1−θ + )m−dm
(1− β )

if (quo ≥ α ) then
return NO
β
else if (quo ≤ 1−α ) then
return YES

. property is not satisfied
. property is satisfied
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able error bound, we also take the bound of Type-I error (false positive) α,
Type-II error (false negative) β, and threshold of indifference δ as inputs.
The output would be a binary yes or no, indicating if the tDSM along with
the scheduler satisfies the given property. The correctness of our result is
quantified with the error bounds.
We keep simulating the system and collecting samples, keeping track
of the number of simulations so far. To generate one sample of the system,
we keep running the system generating new snapshots, keeping track of
the quantitative bounds. While the time and cost spent so far is less than
the time and cost bound provided with the property, we run the system
unless the run satisfies the property in hand. Since we have established in
Theorem 2 that the transition system of the tDSM is a Markov chain, the set
of runs has a well-defined probability measure. Following standard SMC
technique, we then guarantee that the simulation will end with probability
1 and we can report if the property is satisfied or not with error of report
bounded by the provided error bounds.

5.4 Modeling Resource-constrained Processes
We model resource-constrained processes as tDSM. All tasks across cases
and resources are individual tasks that interact with each other and then
move probabilistically. The resource-allocation strategy can be interpreted
as the scheduler in a tDSM.
Each task is an individual agent incorporating the states of a task, such
as ‘ready to perform’, ‘waiting for a resource’, ‘busy executing’, ‘finished’
etc. When a task finishes, it triggers other task agents in the control flow
that are ready to perform. Each resource is also a simple agent, looping
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Figure 5.2: Modeling (part of) the running RCP system example as tDSM
agents. The probability values and the duration attached to the events are
not depicted.

between being ‘available’ and ‘busy’. The scheduler maps each task waiting
for a resource to an available resource. This results in a synchronization
that generates an event whose duration captures the time taken to perform
the task. We also model the start and end states of a process as agents, to
model the arrival and completion of a case.
We recall that an RCP system consists of a business process instantiated
as a number of cases and a finite set of resources. Let us assume that in an
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RCP system B , there are C cases numbered {1, 2, . . . , C } each with k T tasks
labelled as follows: Tij denotes the jth task of the ith case, for 1 ≤ i ≤ C and
1 ≤ j ≤ k T . We assume the rate of the arrival process is λ cases per second.
Let us assume there are r resources denoted { R1 , R2 , . . . , Rr }. In the running
example of loan/overdraft application, k T = 15 and r = 46 (see Figure 5.1).
For each resource Ri , let tasks( Ri ) ∈ { Tij | 1 ≤ i ≤ C, 1 ≤ j ≤ k T } denote
the set of tasks resource Ri is able to perform. Since resources can be shared
among tasks, for any 1 ≤ i, j ≤ r, tasks( Ri ) ∩ tasks( R j ) can possibly be
non-empty.
Given an RCP system, we transform it to a tDSM as follows. We model
tasks and resources as agents. To facilitate the arrival process and clearly
mark the case completion, we also model the start and end states as agents.
Hence, the RCP system B can be modeled using r + C × (k T + 2) agents.
Each task agent consists of 4 states (i) ready to perform, (ii) waiting for
a resource, (iii) busy being executed, and (iv) finished. Each resource agent
consists of 2 states (i) available and (ii) busy. An agent modeling the start state
is called a starter agent, and has two states waiting and arrived. Similarly, the
agent modeling the end state is named finisher agent with states pending
and done.
We illustrate a part of tDSM modeling the running RCP example in
Figure 5.2. For brevity, we did not illustrate the rest of the tDSM corresponding to the loan/draft application, but it can be easily extended. We
show the agents corresponding to the start state and 4 tasks: A_Submitted,
A_Partially Submitted, A_Declined and A_PreAccepted. We also demonstrate a resource that can perform tasks A_Submitted and A_Partially Submitted.
The states are depicted in rounded cornered rectangles and the edges be84

tween the states are defined as follows: s

a

e

s0 denotes the action at

local state s, e ∈ Ea and s0 be the next local state after event e. We note that
each event e also has a probability value and a duration attached to it, but
for simplicity in showcasing the example, we only included the event names
in the diagram. We would also like to point out that the initial states are
not marked, but one can freely assume any starting state as the modeling
seems fit.
The starter agent mimics the wait for a case. At state initial, it synchronizes with the starting task agent at ready state followed by an event with
probability 1. The duration of the event is equal to the total time before
arrival for the particular case. The starter then moves to arrived state and
the starting task moves to waiting state, where it waits for a resource to be
scheduled. For example, Figure 5.2(i) shows the action a1 between the starter
agent and the task A_Submitted followed by event e1 such that π a (ea ) = 1
and δ(e1 ) = 1/λ.
Once a task is in waiting state and the scheduler assigns a resource that is
in available state, the task and the resource synchronize and they both move
to busy state with probability 1. In Figure 5.2, examples of such actions are
a2 and a3 . There they synchronizes again, performs an event with possibly
non-zero time duration, and the task moves to finished with probability 1.
In Figure 5.2, examples of such actions are a4 and a5 .
Once a task is finished, it signals the next task(s) in the control flow
via synchronization. For example, in Figure 5.2, after task A_Partially
Submitted is at finished, it sychronizes with tasks A_Declined and A_Preaccepted
via action a7 such that Ea7 = {e7 , e70 } with π a7 (e7 ) = 0.84 and π a7 (e70 ) = 0.16.
Hence, with probability 0.84, event e7 is chosen and only task A_Declined
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moves to waiting state. Otherwise, with probability 0.16, event e70 is chosen and only task A_Preaccepted moves to waiting state. In both cases,
A_Partially Submitted moves to ready state. A task is ready again after
finishing since due to loops in control flow, a task may be executed multiple
times in the same case.
When a case finishes, the last task in finished state synchronizes with the
finisher agent in pending state. The task then moves to ready as usual and the
finisher agent moves to done, indicating the completion of the corresponding
task. The finisher agent then stays at the state done with probability 1.

5.4.1

Modeling Flexibility and Predictive Analysis

We would like to point out that the described methodology to model RCP
systems as tDSM is only one example among many possibilities. One may
easily extend this approach and incorporate an even more complex state
space for tasks or resources modeling different scenarios. For example, we
can easily model probabilistic error in task execution. Let us assume that
when the resource depicted in Figure 5.2 performs task A_Submitted, there is
a small probability of 0.1 that such an execution fails. This phenomenon can
be easily modeled by adding another event e to Ea2 such that π a2 (e2 ) = 0.9
and π a2 (e) = 0.1 where after e, they move back to available and waiting
respectively. Also, for simplicity, we assumed that the business processes
under consideration are sound, but tDSM can be easily used to model unsound RCP systems as well.
This methodology also supports verifying a variety of properties, depending on the focus of optimization for the business. For example, one
may investigate the performance of resources by verifying the following
86

Figure 5.3: (left) Fraction of cases completed vs total no. of cases when
the time bound is fixed, (right) Minimum total time vs fraction of cases
completed when the total number of cases is fixed.
property: given a resource, in what fraction of cases was it used?
Our analysis techniques also open the door for strong predictive analysis
for businesses. Instead of looking at a business in terms of a set of historical
data, we propose to model business operations as a living and breathing
process. Such a process is also built on strong modeling formalism, which allows us to tweak the model parameters and provide meaningful predictions
over the relationship among KPIs. Armed with such predictive analysis, a
business can not only understand their current operations, but also improve
on the desired KPIs by focusing on the correct parts of the model.

5.5 Experimental Evaluation
We have tested our SMC procedure on the running example. The property
we are interested in is follows:

With probability at least 0.99, when cases arrive at a fixed rate of 1 case per 10
seconds, x fraction of cases are completed among C cases within t seconds.
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We ensure that the probability of Type-I error and Type-II error of verifying this property is less than 0.01 with indifference region (0.99 ± 0.005).
We first investigate the relationship between the number of total cases
and the fraction of cases completed within fixed maximum time t = 500, 000
seconds. The shaded area in Figure 5.3 (left) represents the values (C, x ) that
satisfies the property when t = 500, 000 seconds. The dotted line represents
an upper limit for the values (C, x ) satisfying the property. As expected, as
more cases arrive within the same time bound, the fraction of cases that are
completed goes down.
Then, we illustrate the relationship between the minimum total time and
the fraction of cases completed within that total time when the total number
of cases C = 100 is fixed. The shaded area in Figure 5.3 (right) represents
the values ( x, t) that satisfies the property when C = 100. The dotted line
represents a lower limit for the values ( x, t) satisfying the property. Again as
expected, the more time is allotted, the more fraction of cases gets completed
given the total number of cases are fixed.
We show the relationship between multiple quantitative variables in
these two graphs. The goal is not to calculate traditional KPIs such as
throughput directly for a specific set of parameters, but rather shed light
on the relations among the parameters using simulation techniques with
provable error bounds. The stress test for the performance of the system can
be viewed in terms of a number of parameters such as the number of cases,
the total time budget and many more (such as cost, which is not detailed in
this case study).
We note that the experimental results presented is a succinct representation of many simulation results. Each data point in the border of the covered
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area represent a simulation with a particular set of quantitative data points.
We have also performed binary search over parameters to find a upper (or,
lower) limit for the data points. Understandably, the limits are not the tightest, but can be made arbitrary closer to the real limit with more simulations
and binary search in the space between the limit the covered area. Though
our experiment is only a proof-of-concept, we would like point out that
we can scale the size of the model comfortably to accommodate 500 cases.
The experiments were run in Python on a standard core-i5 processor laptop
with 12 GB of RAM.
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The Conclusion and Future Work
The goal of this thesis was to provide a solid framework for modeling distributed probabilistic systems with an application on quantitative analysis.
We presented Distributed Stochastic Model (DSM), extending along the line
of asynchronous transition systems. In its most general form, the model
can be incorporated with both probability and nondeterminism in a distinct
fashion. One can also attach non-negative real-valued cost and time along
with the atomic events.
We then discussed the behavior of the model when nondeterminism is
restricted, which turns the model into a Markov chain. We have also defined
both interleaved and non-interleaved semantics on this restricted version of
the model, which paves the way for clean simulation-based model checking procedures. Two case studies of distributed probabilistic algorithms
from the PRISM benchmark [HKNP06] have been used for experiments
and comparison with the performance of the statistical model checking tool
PLASMA [BCLS13].
In the next part, we defined resource-constrained operational processes,
a demanding area of research under business process management. The
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challenge was to improve the state-of-the-art simulation techniques that
does not provide any formal guarantee on the outcome of the analysis. We
first defined resource-constrained processes, with the help of an example
from a Dutch bank. We then developed timed distributed stochastic model,
a variation on top of the framework, where atomic events are equipped with
fixed-duration time. This allows us to define a finite-memory scheduler that
respects concurrency, and under such a scheduler, a countably-infinite state
Markov chain can be associated with the model.
We then use this approach to model resource-constrained processes and
showed how a statistical model checking technique can be developed. This
provides a better alternative to the state-of-the-art by ensuring provable
error bounds in terms of false negative and false positive rates for the result
of the simulation. The proof-of-concept is presented with the process from
a Dutch bank and we have provided predictive analysis on relating some of
the important business KPIs.
We believe that the goal of the thesis—to establish a framework to transcend beyond correctness and use simulation-based model checking techniques for performance evaluation of real-life systems [BHHK10, AHV15]—
was reasonably met. We have applied our framework to a novel application
area improving upon the state-of-the-art techniques. Nonetheless, there is a
significant scope of future work that can be built on our framework.
The framework can be restricted to only consider goal-oriented properties. For example, similar to the Probabilistic Workflow Nets [EHS16], one
can define a DSM such that each agent has a unique final state and there
is a final action indicating that the global system continues to remain in
the final state. With suitable restrictions on the model, one may be able to
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compute the expected reward in such a model.
There is an interesting line of work on statistical model checking for
unbounded properties for Markov chains [DHKP16]. The key idea is to
detect strongly connected components in the Markov chain with statistical
guarantees. One may explore how the Distributed Markov Chain (DMC)
model presented in this thesis may take advantage of the concurrency that
is often present in a Markov chain to improve the complexity of finding
strongly connected components. The well-defined interleaved semantics
associated with the model can aid to find the components locally in term of
agents.
The main partial order concept we have used is to group trajectories
into equivalence classes. One can also explore how ample sets [JGP99]
and related notions can be used to model check properties specified in
logics such as PCTL [BK08]. Another possibility is to see if the notion of
finite unfoldings from Petri net theory can be applied in the setting of
DMCs [EH08, MP95].
In our two case studies, the specification has a global character in that
it mentions every agent in the system. In many specifications, only a few
agents will be mentioned. If the system is loosely coupled, we can check
whether the required property is fulfilled without having to exercise all the
agents. This will lead to additional computational gains.
In many of the benchmark examples in [HKNP06], the probabilistic
moves are local. On the other hand, DMCs allow synchronous probabilistic
moves where the probability distribution is influenced by information obtained through communication. It will be interesting to exploit this feature
to model and analyze applications arising in embedded control systems.
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We currently allow agents to gain complete information about the state
of the agents they synchronize with. In practice, only a part of this state
may be exposed.
One may also extend the Timed Distributed Stochastic Model (tDSM)
to shed light on different types of scheduling policies and their impact on
business processes. We would also like to incorporate stochastic durations
for events, which will take us to a Continuous Time Markov Chain (CTMC)
setting. Finally, one may explore how approximate verification techniques
can also enrich process mining of business processes [Aal11].
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